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1. Executive Summary

Operational risk, broadly speaking, is the risk of loss from an operational féilaneompasses a wide range of
events and actions as well as inactiand includes, for exampl#advertenexecution errors, system failures
acts of natureconscious wlations ofpolicy, law and regulatiopanddirect and indirect acts of excessive risk
taking.

Operational losses can be caused by junior staff; bytcthie also be caused by m@Vel officers, senior
managers, C level executives and Boards of DireCldisy are sometimes caused by individuals and in other
cases by groups of people working in collusidiany of the largest losses take place when opmrat failures
are present at the senimost level.

Operational failure has played a rolevirtually every catastrophic loss that has taken place during th&past
years In fact, the2008globalfinancial crisiswas largely caused by a series of massperational failuresThe
American Insurance GrouplG) event which wasan example oprincipal-agent risk maybethe single largest
corporatdoss ever recordedPrincipatagent risk and its impact on the financial craisdiscussed in Appenxli
A.) Therefore, anatural question is whethtrere is a better approach to managing operationail siethat
might have either prevented or mitigatedny ofthese events his paper outlines such an appradthlso
explains why the methedcommoly useal todaymaynot adequatelyneet this challenge

For many years the conventional wisdom has heldojpertational riskvasbest managed througttraditional
auditbased approackeoing forward, we will refer to this approachthe Traditional Approeh or Traditional
operational risk manageme@RM). In the United Stateshe broad principles underlying tlgeneralapproach
have been incorporated into a set of standdvatsrereferred to as COSEGRM.

Virtually all the majoraccounting firmsvorldwide recommendisingthe TraditionalApproachfor managing
operational riskNumerous consulting firmsating agencies, industry bodiasd independent expegtso
advocate usinthis approach or a customized versibareof A majority of national andnternationabank
regulatorshavealsoat leastacitly endorsed this approadfinally, a large number aforporateCFOs believehat
the TraditionalApproachrepresentshe standard for best practiaasORM. Consequentlyyirtually every
organizatiorthat has implemented an ORM ERM programhasbased the underlying framewaook the
principles of Traditional ORM.

The Traditional Approach has many useful featutgsovidesstructure governance standards asadl intuitive

approacho risk identificaion andassessmenBut it alsohassome drawbackst is based om conceptiorof risk
whichis inconsistent wittthat usedn the actuarial and risk management disciplifiescribed in section 3.3).
One major discrepancy is that under the Traditiorgdr@ach risk is associated with the average loss.iry#ie
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actuarial and risk management disciplimésk representancertainty with respect to loss exposuré¢ dre A wo r
caseo | oss.

This discrepancyasseveraimplications.Specifically,becaus@raditional ORM focuses attention on the set of
commonly observable threats and control weaknesses associated with routinié flaksésreveal thdargest
risks. Therefore institutions thafollow the TraditionalApproachmay beunaware of their masignificant risks
In addition, @ganizations that base riglontrol optimization decisions on the results of Traditioiski and
control self assessmefRCSA) can easilypecome ovecontrolled in the areas where they have the leastlrigk
remain sgnificantly undercontrolled in the areas where they have the most risk.

TheTraditional Approach § very effectivéor preventing losses at a tactical levalitloss preventiomddresses
only oneaspecbf the ORM business problen and not thanost imprtantone In particular,Traditional ORM
doedlittle to mitigate exposure to tHarge catastrophic eventsuch as sales and business practit#ationsand
acts ofexcessive risk takingvhich arereally the keydrivers of operational risk.

One ofthe most important operational risksiip r i raayie pisk.lBrincipatagent risk refers to the risk that, in
circumstances where there is separatif ownership and contragents (who control or act on behalf of the
organization) may pursue actiotiat are in their own interest, but are not necessarily in the best interest of the
principals the stakeholders)Principatagentrisk has been the driving factor behind many of the lardgsses,
including the AIG event(Principalagent risk iglefined in section6.4)

An analysis of the AIG credit default swap debdeteto a viewthat AIG senior managemetihe agents)

decided that because no reguaatspecificallyrequiredthat the reservecapital for credit default swapthey did

not need to reerve any additional capital to cover the associatetl Bskaggressively pursuing this business they
were thus able to generate abnormally high returns on cdpitathich they were very well compensated.

However, they didhis onlyby taking risls far in excess of tolerance standards of the stakehdttiers

principals) Si nce Al G was deemed by the U.S. Tregsthg a
ultimate stakeholders turned out to be the U.S. taxpayers.

In recent yearsa new gproach to managing operataimisk has beemtroduced This new approach is called
Modern ORM Modern ORM is @op-down approachwhichfocuses first on the major risks within a
comprehensive and mutually exclusigk architecture— anddrills downonly in those risk areashere more
granularityis requiredThis holisticand systematiapproactallows practitionerdo triage the risk management
processBecausat is significantly less resourdatensive it avoids focusing management attention egsburces
on immaterial risksModern ORMcouldalsoprove tobe very effectivén mitigating principatagent risk.

!New York State Insurance Department News Rel ease:
of Credit DefaultSwaps"; (April, 2009)
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The Solvency Il regulations, which are scheduled to become effective in Europe ju@dlghguage that is
consistent wittModern ORM.These regulationdescribe risk as a measure of uncertajgpecifiedat a 99.5%
confidence level for a ongear time horizoh In additon,h e Sol vency |11 Ause te&sto
must play an integral rolesnyor gani z at i govainancanyrsk nemageméntsawell as its

economic and solvency assessment/capital alloc&mmency Il will directly impact North American compasie
with international operations and will eventually translate into a correspondinglé&.ahd Caadian
regulationsMoreover, he rating agencies are also likely to evaluate insurance companidohbabkese or

similar standards; some have alreadpressed an intention to do so.

Besideshelgng organizationsatisfycompliance requirements, Mode®iRM canalsoproduce tangible value.
Specifically, Modern ORMddressethe mostritical risk management business problem, which is mitigating
exposure to the large eventsthe events that have the greatest impact on financial performance and solvency.
Modern ORMainms to:

A Facilitate the holistic management of all operational risks, based on a consistent definition of risk and a
comprehensive risk architecture/taxonomy.

A Create a structured and transparent process for factoring risk into the businges-tdetiing process— at
both a tactical and strategic lev8pecifically, provide managers, senior managers and C level executives the
tools and informatiomhey needo optimize riskreward, riskcontrol and riskransfer in the context of caest
benefitanalysis.

A Embed a risk culturthatharmonizes the goals of key decision makers and external stakeholders.

A Reduce information asymmetries between managers and stakeholders to help confirm that managers are
pursuing strategies that confotoithe risk toleance standards of the stakeholderén other words, mitigate
principatagent risk.

Forthe reasongiven abovetheauthorssecommend thatlorth Americannsuranceompaniesonsider
developingformal ORM programsThese programsould benefit fronthe pinciples of Modern ORM.
Traditional ORMhasmany useful aspectand heauthorssrecommend thagome of thesprogram features
shouldalsobe adoptedor retained However companieghat havealready developedomprehensive Tradanal
ORM programamay find it beneficial to considescaling backseveral othe highly resourceéntensiveprogram
componentand replaing them with Modern ORM equivalent§ransitioning from Traditional tModern ORM
if implementedcorrectly maynot only improve risk managentegffectivenessbut mayalsosignificantly reduce
cost

Thekey differences between Traditional and Modern ORM are summarized in Exhibit 1.1 below.
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Exhibit 1.1 8 Summary of Differences between Traditional and Modern ORM

Traditional ORM Modern ORM

A Definition: Risk is defined primarily as a kind of undesirable A Definition: Risk is defined primarily as a measure of

>

b=

>

>

incident/event, such as a fraud or a system failure (Operative
guestion: What/where are your risks?)

Risk Identification Process: Ask managers to identify their
major risks. (Risks include risk factors, controllable factors,
events and effects; no restriction on overlaps; generally no
differentiation made between risks and controls.) Leads to the
creation of a huge and unmanageable set of risks

Risk Assessment/Measurement Method: Calculate risk by
multiplying likelihood and impact for each risk type
(conditional on one event), one friskoat a time

Aggregation: Likelihood cannot be aggregated, so results
cannot be aggregated

What is measured: Probability weighted loss from one specific
incident (the routine loss)

Goal: Day-to-day management of current threats arising from
imminent operational failures: loss prevention through tactical
intervention

Cost: Generally very resource intensive

Towers Perrin & OpRisk Advisory

exposure to loss from undesirable incidents/events
(Operative question: How much risk do you have?)

A Risk Identification Process: First define the friskduniverse,
consisting of a finite (comprehensive) set of mutually
exclusive (non-overlapping) friskoclasses. Use hard or soft
data to reveal where the large losses are taking place (where
the largest risks actually exist)

A Risk Assessment/Measurement Method: Use Monte Carlo
simulation and frequency and severity distributions to
calculate the cumulative loss potential from multiple events,
across all risk classes simultaneously

A Aggregation: Frequency can be aggregated, so results can
be aggregated

A What is measured: Cumulative loss for one or more risk
classes; both the expected loss and unexpected loss, which
are comparable to the average and fiworst caseo

A Goal: Management of key risks, specifically the optimization
of risk-reward, risk-control and risk-transfer in the context of
cost-benefit analysis

>

Cost: Relatively much less resource intensive

© 2009 Society of Actuaries, All Rights Reservedd | 6



2. Introduction

2.1 Project Background and Scope

Operationalisk is not a new riskbut hardevidencesuggestshatthis risk is ggnificantandmay begrowing

Virtually every catastrophic financial institution loss that has taken place during th20pastrs— including

Barings Bak, Long Term Capital Management, Allied Irish Bahlk First, Société Générale, Bear Stearns,
Lehman BrotherandAmerican Insurance Group (A)G— has been caused or exacerbated by operational failure.
In fact,the 2008 AIG event, which was caused by ez risktakinginvolving principal-agentrisk, resuted in
aggregate lossés excess of $100 billior— making it one of the largestdividual losses ever recordeds a

result ORM isgaining greater visibilityvithin the insurancendustryas well agnany otherndusties

In advanceof the Solvency firegulationswhich are currently scheduled become effectivin 2012 many large
European insurance companies have estaudlifsinmal ORM programsEven though there are no corresponding
North Amertcan insurance industryegulationsseverall.S.and Canadiamsurance companidparticularly

those with global operations) have also established formal ORM prqogradmany others areonsidering

doing so.

Developing a effectivemethod of managingperatioral risk is proving to bea daunting taskhowever At
presenthere idittle industryconsensusegarding what constitutes aomprehensive ORM framework bow to
implement a viable ORM prograrilany insurance companidgve beemeveraging the eperience othe
banking industry, which has befatusedon the operational riskroblem forover tenyears.lt is not clear
whether this approach is prudent, however; at pregent few banks are willing to claim that their ORM
programs havenetorigind expectations or hawedded tangible value.

Thisraisesseveral importanjuestionsFor example, what is the value propositionifmurance companids
establisiformal ORM program8 And, are traditional methods of managing operational risk suffitbemieethe
desiredobjectives?If not, is there somalternative methothat mayallow them todo s& In particular,is therea
frameworkmethoalogy that, if properly implemented, could have prevented or minimized the impact of the
2008 global financilecrisis?

To explorethesequestionghe Joint Risk Management Sectiontbe Canadian Institute of ActuasjeCasualty
Actuarial Society and Society of Actuarigegether, the Sponsordgcided tesponsotthis research projedd

% The European insurance authorities hpnamulgated a set of regulations, referred to as Solvency Il, which
require insurance companies operating within Europe to improve their overall approach to risk management
These regulationare similar to the Basel 1l banking regulations, which were introduced in Bo@4the Basel

Il and Solvency Il regulations include specific provisions for the management of operational risk, including the
calculation of operational risk capitadised a standard formulae or an internal model.
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examineORM practicesand assess the vidity of ORM as a formal disciplineA key goal of thisinitiative is to
determinewvhetherthe management aiperational risks feasible and, if sowhat issues need to be addressed in
orderto effectively implemenORM within abroadeiERM context.

Towers Perrin and OpRisk Advisofipgethetthe Research Team)ereengagedo do this work The Research
Team suggested and the Sponsgreed that in order to address these issugasimportant toreview some of
thefundamentahssumptiasupon which mosexisting ORMframeworksarebasedandto determine whether
these assumptions are appropridteerefore key issues addregb this reporinclude

A How should the termisk be definedwithin the context oORM?

A What are the key riskomceptsand how should they be applied in ORM
A What isthe true nature and magnitudeopferational risk?

A Whatis the ORM business problem?

A How can oneassess ancheasure operational risk usihgrd data, soft data andxpert opinion (scenario
analyss)?

A Whatare the drawbacks of tiigaditional Approach? \Wat would be the benefits of transitionitagan
alternative approach (e,ghe ModernApproacl), and what is the evolutionary p&th

Developing a set of best practices for implementing ORM is axtqb the scope of this project, but may be the
focus of a future research initiative.

It is anticipatel that this report might also be used as a basis for constructive dialogue with rating agencies and
regulatorsconcerninghow future risk regulationgncluding risk capital requirements, should bealeped

2.2  Project Team
TheResearciTeam consisted of the followirigpwers Perrin and OpRisk Advisosyaff.

A Ali SamadKhand OpRisk Advisoryand Towers Perrin
A Sabyasachi Guhardy OpRisk Advisory and Toers Perrin

A Barry Franklind Towers Perrin

>

Bradley Fischtron® Towers Perrin

A Mark Scanlor® Towers Perrin
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A Prakash Shimp Towers Perrin

Significant industry input was provided by the Project Oversight Group:
A Yimin Shihd Citigroup

A Anver Kasmand MetLife Services Limited

A Mi ke 004 WatLifeg Incorporated

>

Wendy Hartd Nationwide Mutual Insurance

A Gerald Wilsord Old Mutual US Life

>

Steven Sieged Society of Actuaries
A Fred Tavard SunLife Financial (Chair)

A Ginnie Welsma® SunLife Financial

>

HerculesGrayd USAA

>

Tim Hiegerd USAA

b3

Mary Gardne® Zurich NAC
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3. What is Risk?
3.1 Origin and Use

ifiThe term O6risk,d as |l oosely used in everyday spe
functionally at least, are categorically @iff e *This. conceptual ambiguity the root cause of muaif the

confusion in ORModay To a large extentonfusion about the meaning of riakd relatectonceptasalso
obfuscatedcommunicatiorbetween the risk management function aedior manageentin mostorganizations.

The term risks mostcommonly used in a qualitative contelxt.this context oamightsay, forexample Al a m
ex posed t drof thia statemeriti agpkarsidat the term risk describes a type of unpleasant event,
incident or condition, such as a fraud, a system failure or a lack of resddowesver, tlis statements actually

an abbreviatetbrm of theexpressionfil am exposed to t he (Thesefore,imthel o0s s
original, unabridgectontext risk is not a type aévent Instead, isk is a metricthatdescribs the level of

exposure t@n adverse consequender examplethe level of loss exposure édraud eventYet, because the

English language supportsstabbreviatediseof the termthis common understandirgf risk has becomwidely
accepteqSee Section 3.2nd Exhibit 3.3.

3.2 Traditional and Modern Interpretations

The fact thathereis more than oneperative understandirgj risk is not a trivial or academic matteargely
becaus ofthis ambiguity there are nowwo very different schools of thought on how to manage operational risk:
Traditional and Modern ORMANd each approach incorporates a completely diffeceniception of risk,
languageandclassification scheméusiness pblem, management framework, measurement methodology, etc.

Traditional ORMis predicated on an understanding of risk that might be expressed as follows:

fiRisk is the possibility that an event will occur and adversely impact the achievermeneofitp mission or
business objectivas

Thus, under the Traditional pproachrisk measurement has come to meaasuringhe probability ofaloss.
And it naturally follows thatwith respect to risk measuremerisk = probabilityx (loss)impact

UnderModen ORM, risk is ameasuref exposure to loss at a level of uncertaitupderthis definition, risk
requires both exposure and uncertafityhere the probabiy of loss is 100%, becausieeloss is certain, the
level of risk is zeroUnder Modern ORMprobability x impacisr ef erred to a® the fAexp

® Knight, FrankfiRisk, Uncertainty and Profii 1921
*Hol ton, Glyn A., fADefining Risk,o0 Financial Anal.y
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Exhibit 3.1 illustrates tlat under theTraditionalinterpretationmaximum risk exists where the probability of loss
is 100%0 i.e.,the loss is certairBut, uinder theModerninterpretationhighrisk is characterized by low
probability (or low frequency and high severityThese twaconceptions of risk measurememé nogust

materially differen® they arecontradictory

Exhibit 3.1 8 Traditional vs. Modern Conceptions of High Risk

e linees Traditional Frequency Modern
High ngh High
® Risk ©)]
Med Med
@ )

Low : Low High

@ ()] Risk

Low (1) Med (2) High (3) Low (1) Med (2) High (3)
Impact Severity
owres [( || [ o e © OpRisk Advisory 2004.

Because aafusion about the meaning of risk is ubiquitous infthancial servicesndustry, many organizations
have unknowinly implemented ORM frameworks where different elementior example, risk and control self
assessment (RCSA) and risk capital measuremeate based odifferent andcontradictorydefinitions ofrisk.
Therefore, these programs cannot legitimately integisiténformation drawn from different parts of their
frameworks and consequently cannot be used to support many of the stated gobjsdives of ORM.

So whichinterpretation is corre@f{l o understand the meaning of risk, consitter fdlowing example:

Exhibit 3.2 0 Understand the Meaning of Risk

Suppose you have the following three investments and their associated risk-and-return information:

Investment A: Guaranteed return of 10%.
Investment B: 50% probability of a 0% gain; 50% probability of a 20% gain.
Investment C: 50% probability of a 10% loss; 50% probability of a 30% gain.

Question 1: Which investment has the highest expected return?

If you sum up the probability-weighted returns, you can calculate that all three investments have the same average or
expected return, whichis 10%. A6s return is fixed at 10%. Bd6s expected
isequal to 10 %. Li kewi se, -10% & 8.5 *80¢ which again isrequal tod0%. i s 0. 5 *

Question 2: Which investment has the most risk?

Anyone with experience in portfolio analysis will recognize that investment A, because it offers a guaranteed return of 10%,
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has no risk. Investment B has no chance of a loss. Its worst-case outcome is a break-even position, but it offers a 50%
chance of a return that is below the mean return. Therefore, investment B has some risk. Investment C, which has the
largest downside (i 10% in absolute terms and i 20% from the mean return), has the most risk.

Therefore, one can see that risk represents the level of uncertainty surrounding an adverse consequence — not the adverse
consequence itself.

Question 3: How much risk is there in each investment?

Risk can be expressed in several ways. While the relative level of risk can be determined as explained above, the absolute
risk of loss cannot be measured without first specifying a probability (confidence) level for the distribution of possible
outcomes (at which we want to measure risk), for example, 99%. So there is not enough information to answer this question.
This confidence level can be used to express risk tolerance in monetary terms.

Question 4: Which is the best investment?

It is important to recognize that risk is neither inherently good nor bad. So there is not enough information to answer this
question.

A risk-neutral person ignores variance. He or she evaluates investments purely on the basis of expected outcomes —
irrespective of the level of uncertainty associated with these potential outcomes. Since all three investments offer the same
average (expected) return of 10%, a risk-neutral person would regard all three investments to be of equal value.

A risk lover would prefer investment C. In fact, he or she would be willing to pay a premium for an investment that offers the
potential for a 30% gain, which is 20% in excess of the mean return.

A risk-averse person would choose investment A because it offers the same expected return as the other investments, but
with less risk — in fact, none at all. Because the majority of investors and financial institutions are risk-averse, they demand
higher levels of return for higher levels of risk. This explains why more risky (more volatile) investments, when priced
accurately, pay higher expected returns.

In summary, as mentioned above, risk is not a type of incident, it is a measure. It describes a level of variance or uncertainty
with respect to some adverse consequence. Only where there is certainty is there no risk.”

© 2004 OpRisk Advisory

® SamaeKhan, Ali, A. Rheinbay and $.eB | e v e ¢ ,menfiaFlssueslim OpRisk Managemé@pRisk &
CompliancgFebruary 2006)
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Exhibit 3.3 illustrates that risk is a measure of deviation from the expectatiean) While in a general sense

risk is equivalent to uncertainty, from an ORM ggctive e firisko region covers the negative varianeed
positive deviations from t he O0egioné&hede tvd regonstacclosely d e f
rel at ed:; in fact, it i s Vi rt uadxistwithdutrthecorewgrenbexigtendeo r
ofther i sk of | os s ®Hofieden, peopeo dottypicallysekent the positivearianceas risk,

because we do not sétherisk of gainoinstead we safithe opportunityfor gaino Once @ain,within the

context of risk managemenisk is expressed in terms of an adverse consequence (such as/hish)is the
convention we follow in this paper

Exhibit 3.3 0 Risk vs. Opportunity

Probability
Risk Opportunity
Region Region
$

Expected Gain/Loss

© OpRisk Advisory and Towers Perrin, 2008

3.3 A Practical Definition of Risk

In order toavoidconfusion, the Researdeamrecommendshatany organization interested in developing an
integrated ORM prograshouldadoptthe followingdefinition of risk:

fi R iisakneasureof adverse deviation from the expectation, expressed at a level of uncertainty (probability).

However, the Research Team acknowledges theatause th&raditional interpretationf risk, i.e.,risk is an
adverse or unpleasant incid@vient is now so firmly ensconced in the public vernacutawould be infeasible
to try to curtail its usdt shoud alsobe noted that thimterpretatiorhas certain practical benefita many
respectstilends itself to more efficient communicatidror example, it is easier to s@lyam exposed to fraud

® The U.S. actuarial profession has embraced this broad interpretation of risk in its branding campaign,
AActuari es: Ri sk is Opportunity.o
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risk,0 thanfil am exposed to the risk of loss from fraud @g@nNevertheless;isk practitioners should useish

informal definitionwith caution.In particular, tle informaldefinition should always beegardedas asubordinate
definition andshould reverbe used in a manner that contradicts the formal defmi@iRM practitioners should

make every effort to be pedantic in risk communication. This is a critical issue, because confusion over meaning
of risk is the root cause afiuch ofconfusion in ORM a well as irmany other areas of risk management.
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4. Key Risk Concepts

4.1 Likelihood vs. Frequency

Under Traditional ORM, the terms likelihood and frequency are often used synonymously, but under Modern
ORM these terms have very different measithgkelihood meangrobability and is generally used in the context
of a single incident or scenario (e.g., the likelihoodeiting into a car accidetaday is5%). Likelihood is
measured on a scale of 0 to 1 (or O to 100%).

Frequency describése number of event&.g., 10 losses per yeafyrequency is measured os@ale of 0 to

infinity. Mean frequency is the average number of events that have taken place or are expected to take place
during a specified period of timBlote: The number of events that can take place is always an integer (e.g., 0, 1,
2, 3 &) nfredquenty can&ea fractional value (e.g.828.

A frequency distribution is a discrete probability distribution for a specified time period, typically onéyear.
frequency distribution expresses probability values for each possible integer numbentsExhibit 41 shows

that a Poisson frequency distribution with a mean of 1 event per year has the following probability mix: 0 events
36.8%, 1 event: 36.8%, 2 events: 18.4%:; 3 events: 6.1%:; 4 events: 1.5%, 5 and above eveiiise ¥d&tcal

axis of a frequency distribution represents probability (likelihood) and the horizontal axis represents the
corresponding number of evenlis.a frequency distribution, as is the case with any probability distribution, total
probability must sum to 100%.

Exhibit 4.1 6 Frequency Distribution

40%

35%
30%
25%
20%
15%-
10%-
5% - .
0% o
0 1 2 3
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One reason that likelihood and frequency are used synonymously fisrttied rare everthelikelihood and

mean frequencyaluesare nearly equivalenEor example, a one in one thousand year event has a mean annual
frequency of 0.001 and also a likelihood (probability) of approximately 0.001 perBughis relationship does

not hold true for the commonly occurring evefitsr example, an event that is expected to take place once a year,
on average, has a mean anrfuaduency of 1, but the likelihood is usually less than 1, because likelihood of 1
means 100% probability of occurren¢iote: If an event is expected to take place only once a year, on average,
it is not true that that event will take place once a yétir 100% certainty.)

Exhibit 42 illustrates the difference between likelihood and frequency when frequency follows a Poisson proces
In this example, for low frequency values likelihood is approximately equal tgndiskre N is the total number

of yeas). But as mean frequency increases the values diverge, such that when mean frequency is one event pe
year, the corresponding likelihood of exactly one event taking place in any given year is approximately 0.367
(36.7%); for one or more events it is AL (63.21%).

Exhibit 4.2 8 Likelihood and Frequency

Mean Frequency if on

Average 1 Event Likelihood of Exactly 1 | Likelihood of 1 or More

Years (N) Occurs Every N Years Event in a Single Year Events in a Single Year
1000 0.001 0.000999 0.001000
500 0.002 0.001996 0.001998
200 0.005 0.004975 0.004988
100 0.010 0.009900 0.009950
75 0.013 0.013157 0.013245
50 0.020 0.019604 0.019801
40 0.025 0.024383 0.024690
30 0.033 0.032241 0.032784
25 0.040 0.038432 0.039211
20 0.050 0.047561 0.048771
10 0.10 0.090484 0.095163
5 0.20 0.163746 0.181269
4 0.25 0.194700 0.221199
3 0.33 0.238844 0.283469
25 0.4 0.268128 0.329680
2 0.5 0.303265 0.393469
1 1 0.367879 0.632121

Towers Perrin & OpRisk Advisory © 2009 Society of Actuaries, All Rights Reservedd | 16



4.2 Expected Loss and Unexpected Loss

Under Traditional ORM, thexpected losseme the smaller or routine lossaad theunexpected lossese the

large or rare losseblodern ORM, once agaifpllows a different languag&nder Modern ORMthe terms
expectedossesand unexpecteldssesdo not exist. Under Modern ORMhe termghe expectedossandthe
unexpectedbssaremetrics and arased in astatisticalconext. Specifially, the expected loss is the average loss,
or the probability weighted mean of a loss distributeord the ungxected loss is the difference between the total
exposure at the target risk tolerance level and the expected loss. The unexgsateprésents the risk.

" Losses thabccurwithin a commonly obseed dollar rangareoftenreferred to as routine or high frequency
events The large, less commbynobservecevents are referred to as rare or low frequency evEhesvast
majority of execution errors fall into the commonly observed dollar range, asarkesser proportion of sales
practices losses fall into this same range. Therefore, execution errors are often referred tbreguieigty, low
severity losses, and sales practices events are referred tofasdaency, higkseverity losses.
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Exhibit 43 illustrates the meaning of the expected loss and unexpected los®iisticalcontext, where
unexpected loss is calculated at the 99% level (the target risk tolerance level).

Exhibit 4.3 8 Expected Loss and Unexpected Loss

Probability

— Loss Distribution

The Unexpected Loss (90)

e Expected Loss (10)

1
10 100 $
EL=Probability Weighted Mean Total Exposure at 99% level

Exhibit 44 illustrates thecommon butncorrect conception dhetermsexpected loss and unexpected loss
Exhibit 4.4 8 Common Misconceptions: Expected Losses and Unexpected Losses

Probability

90th Percentile

n
Expected Losses Unexpected Losses

Unexpected Loss vs. Unexpected Lossksrisk management, just as there are no expected losses, there are alsc
no wexpected losses. The unexpected loss is a specific ntimabeapresents thpotentiallevel ofadverse

deviation from the expected loss (the mean) up to the total exposure at the Ngddseebed below) The

unexpected loss therefore measures the lef risk at the N% level. For example, as shown in Exhibit 4.3, if total
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exposure at the 99% level is $100 and the expected loss, ith&h@he unexpected loss or risk is $90 ($100
$10). However,many practitioners mistakenly confuse the term uaetqul losswitii unex pect ed | 0 s
they believas usedto describethe large losses or the losses above the mean (as shown in Exhibit 4.4).

Nth Percentile: As illustrated in Exhibit 4.3the total risk exposurandthe unexpected loss (riskdrealways
measured a specificprobability level. This is also the target risk tolerance level. For exatopdéexposure at
the 99.9% probability leved with a oneyear time horizo® represents the level of loss wheraerloss is
expected to ocewnly once in a thousand years or has only a 0.1% chance of occurring in any given year.

The risk tolerance level idften set athe probability level associated with survival of the fiffor example,
99.9% tolerance level, with a oyear time horizo, indicates that the firns only willing to tolerate a 0% (or
1/1000)chance of becoming insolvent in any given yéa®9% risk tolerancindicatesa more aggressive risk
profile. Here the firm is willing to risk becoming insolvent with a {#100)chance in any given year.

Exhibit 45. illustrates that the aggregagpected loss and aggregate unexpected loss are calculateddayicgm
individual frequency and severity distributiofifie frequency distribution shows the probability of events

occuriing based on a ongear time horizon. The severity distribution shows the probability associated with loss
magnitude and has no time element. The aggregate distribution, which describes cumulative loss exposure for
specified time horizon, is generattyeated through Monte Carlo simulation. Thesgds will be explored further

in Section8.
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Exhibit 4.50 Aggregate Loss Distribution

Frequency of Events

Aggregateoss

P
VaR Calculator

eg - Loss Distribution
Monte Carlo » ﬁ
Single Loss Simulation Engine ¥

10 100
EL-Probabilt Welghied Wean ol Exposure 99 vel

4.3 Risk Measurement and Assessment

Risk measurement and risk assessment are very similar conceptsisklraimeworks do not draw a major
di stinction between these two ter ms. But many wou
whil e fimeasured suggests a more precise method of

Under Traditional ORMhowever risk measirement and risk assessment mean two completely different,things
because they are based on two different and contradictory definitions of risk. islenee@asurement means
estimating risk capital figurest a high level, at specified probability leveld., 99.5%) Therefore risk
measurement is based on the formal definition of Bsi risk assessment means conducting likelihood x impact
analysisat a granular levedo it is based onrancorrectconception of riskTraditionalfi r i asdessmerin
practiceyields the expectetbss notthe levelof risk; so traditionafiriskd assessmeris not appropriate fanse in
risk analysis.

Under Modern ORMrisk measurement means the process of calculetipected oss anduinexpectedoss
figures using hardatd and sophisticated methods (e.qg., advanced distribution fitting techniques, Monte Carlo

® Harddata means empirical information that has been collected through a robust process. Soft data means
empirical information that has been collected throsiggime other reliablprocess. Tesetypes of data are
describedn more detail in section 8.3.2.
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simulation). Under Modern ORMisk assessment also means calculatkmpctedoss andinexpectedoss
figures, but here one uses soft data and/or expert omnian alternate set of calculation techniques.

Under Modern ORM, both risk assessment and risk measurement are based on sophisticated, scientific methoc
The primary differences are the types of data used andayyparameters are derived. Where stifint hard data

are available, risk measurement is more reliable than risk assessment. Howeveyffidienthard data are not
available, soft data may produce reliable results. Risk assessment techniques can be used for conducting scen
analysis andtress testing.

It is important to recognize thdeveloping a theoretically valid methodaafmbining hard data and soft datais
very difficult processIn most casesimply adding soft data to hard dasanottheoreticdly valid andshould be
studiausly avoided This topic is explored further i@ection 8.

4.4 Risk Assessment/Measurement Under Traditional ORM

Under Traditional ORM, risk is assessed bytipljing likelihood andmpact. As explained above, likelihood x
impact isnot equal taisk, but likelihoodimpact analysis can yield metrics that may be useful for tactical decision
making. However, the Traditional ORM method of expressing likelihood and impact as a single likelihood value
multiplied by a single impact value is often not appratgrifor reasons explaingd Exhibit 46 below.
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Exhibit 4.6 0 Likelihood and Impact

Consider the possibility of your having an automobile accident over the next year. You first apply likelihood-
impact analysis and estimate that there is a 10% chance of having an accident that does more than $10,000 of
damage, but then you recognize that there is also a 1% chance of having an accident that does more than
$50,000 damage. In fact, there are an infinite number of likelihood values and corresponding impact values.

This full range of possibilities can be represented as a probability distribution 8 which is referred to as a single-
event loss exceedence curve that shows the probability of at least one loss exceeding a given value during a
specified time period.
Loss Exceedence Curve
Probability (%)

— (20%, $5,000)

20%

- .~ (10%, $10,000)
(5%, $20,000)

_ (2%,$30,000)

.~ (1%, $50,000)

5%

2%
1%

5,000 10,000 20,000 30,000 40,000 50,000

Impact ($)
The sum of all the different likelihood x impact combinations results in the probability weighted mean (mean
severity). This is also referred to as the conditional expected loss & specifically, the expected loss conditioned on

one event.g

In practice, under Traditional ORM, likelihogchpact analysis is generally conducted by calculating the

likelihood (probability) of at least one event occurtfhmultiplied by the average severitjowever, there are
problems associated with ttigoe of analysis, because in most cases practitioners think of the impact in terms of
the most likely outcome (the mode of the distribution) or perhaps the 50th percentile (prexditing true mean

(the probability weighted meanphis point isfurther explained in Exhibit 47.

° Thereare two ways of expressing the conditional expected loss. In this exbemaesehe analysis is
conditioned on one everthe event is assumed to take place. Thkedihoodd by definitiond is 100% So

likelihood x impact isl x mean severity, qust mean severity.
' The probability of at least one event occurring can be calcudatdid Probability (O Eventsdccurring.
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Exhibit 4.7 8 Problems with Traditional Risk Assessment

The following example explains how Traditional Operational Risk Assessment often provides misleading results.
Suppose there is a 50% chance of your experiencing a loss event over the next year, so:

Prob. (1 Event) = 50%
And suppose severity has only two potential outcomes, such that:

95% of the time the loss is about $.01 (essentially zero)
5% of the time the loss will be $1,000,000

Therefore the mode of the severity distribution is about $.01 and the mean is about $50,000.
If you assume the commonly observed loss (the mode) represents the average impact, your analysis will be as follows:

Likelihood x Impact = Prob. (1 Event) x Mode
= 050 x $.01 = $.005

However, since the mean is a more pragmatic measure of the average loss, a more practical approach would be as follows:

Likelihood x Impact = Prob. (1 Event) x Mean
= 0.50 x $50,000 = $25,000

As can be seen from the above example, where severity is represented by a positively skewed (fat-tailed) distribution, as is
common in operational risk, there is a significant difference between the routine loss and the mean loss. In such cases,
likelihood x impact analysis generally yields no meaningful statistic.

The expected loss is a part of the cost of doing business. Using likelihood-impact analysis to estimate the expected loss,
where impact is estimated as the commonly observed loss, can lead to artificially low cost estimates, and correspondingly,
highly inflated profitability estimates. Furthermore, by using this information in risk-reward analysis, value-destroying
investments can be made to appear profitable.

Given the fact that practitionefi®quentlyestimate impact as the dian or mode instead of the mean, one might
ask why likelihood x impact is used at.dflturns out that for certain types of operational activities, losses do
follow a Poisson frequency process and are characterized by a normal (or some other syjrsae#its
distribution.In this casethe mean, mode and median are virtually identitaése types of events are very
common in manufacturing, transaction processing and btls#éness activitiemvolving large volumes of
essentially identical trials il small variations in loss amoudt the very areas for which Traditional ORM was
designedFor most other risk management applications, however, event frequencies are-behaedd and
severity distributions are often positively skewddder these aalitions likelihood x impact analysis produces
little or no actionable information- and often produces misleading information.

45 The Educational Challenge

In 2008, Towers Perrin conducted a survey of insurance industry CFOs. Bxhdhibws that aceding to their
CFOs the majority of insurance companies included in the survey 3l) have based their ORM frameworks on
the traditionadefinition of risk.
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Exhibit 4.8 8 Towers Perrin CFO Survey Results (Operational Risk)

In your operational risk management framework, which of the
following characterizes the highest level of risk?

High probability and high impact 58%

Low probability and high impact 42%

High frequency and high impact 29%

Low frequency and high impact

|

Base: n=31
© 2008 Towers Perrin

Eighteen of th&1 CFOs suveyed identified high probability (likelihood) and high impact (severity) events as
those posing the greatest rigkis raises some interesting questions.

A If high impact events are considered to be those that threaten the ability of a company tdtexstcategy (or
perhaps even survive), can these occur with a high degree of probability in the firstfdac@®uld the
company even reasonably expect to remain in business?

A If these events occur with a high degree of regularity (which one woudtegiven the high probability),
woul dnét the company have i mplemented specific r
explicitly contemplated the losses produced by these events in its operating plans and budgets?

Improving the level of 8k education must be viewed as a strategic impertivedl organizations across all
industries This also applies teegulatorsand rating agencies, many of whbiavehaddifficulty consistently
applyingsome of these basic concepts.
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5.  What is Operational Risk?

5.1 The Nature and Magnitude of Operational Risk

Operational risk, broadly speaking, is the risk of loss from an operational f#ilareompasses a wide range of
events and actions as well as inactjeng., the failure to take appropeadction in a timely mannéWhen
operational failures result in losses theyraferred to as operational loss evemtsese losses include events
ranging from unintentional execution errors, system failures and acts of nature to constaiasnigsioflaw and
regulation as well as direct and indirect acts of excessive risk taking

As previously indicatedyirtually every catastrophic financial institution loss that has taken place during the past
20yearsd includingBarings Bank, Long Term Capital Magement, Allied Irish BanRll First, Société

Générale, Bear Stearns, Lehman Brothers and American Insurance Group (AB3)been caused or
exacerbated by operational failure

Operational losses can be caused by junior staff; butcegiso be cawed by midlevel officers, senior
managers, C level executives and Boards of DirecCtdiesy are sometimes caused by individuals and in other
cases by groups of people working in collusitine largest lossexftentake place when operational failures are
present at theeniormost level.This might include situations where senior executiveshammselvegngaged in
inappropriate riskaking or even outright fraud, or perhaps more commonly, wdareutivesntentionally
overlooksuch acthns by junior stdfbecause they themselves are benefiting in the form of-santfinancial
incentives.

5.2  Wrong Turn: From Operational Risk to Operations Risk

Starting in thanid-1990s following thenews that severahajor financial institutions had experienced
catastophicoperationalossestheleading bankbegantakingoperational riskseriously In fact, some oflhese
institutionsbegan allocatin@0% 1 40% of their total capital toperationatisk. The importance of operational
risk was formally recognized byahk regulatoras early as 1999, when the Basel Committee for Banking
Supervision (Bsel Committeepublished a consultative paper entitledNew Capital Adequacy Framewolk a
later paperthe Basel Committedormalized its concerns, as follows:

fi | nentyeacs, supervisors and the banking industry have recognized the importance of operational
risk in shaping the risk profiles of financial institutions. Developments such as the use of more highly
automated technology, the growth ef@nmerce, largscde mergers and acquisitions that test the
viability of newly integrated systems, the emergence of banks as verylaltgee service providers,

the increased prevalence of outsourcing and the greater use of financing techniques that reduce credit

" BaringsBankandSociété Généralare examples dioth direct and indirect excessive risk taking; the latter
becauseeniorofficers consciously looked the other way
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and markerisk, but that create increased operational'fjskl suggest that operational risk exposures
may be substantial and growing.d

Around 2000, th&asel Committeelecided thato draw attention to this major rigkwas important for banks to
separatelyeserve capitdbr operational riskas well as for market risk and credit rislowever, this created a
Afdoubl e countingd problem because o0per atAfteeraminingr i s
the capital allocation practices ofeaw large banks, in January 2001, the Basel Committee originally determined
thatthe target capitdevel for operational rislought to be about 20%of total bank capitalin retrospect, this

20% figure appears to have been too low, but it reflectedoimenon perceptions of the largest banks at that

time. Of course, in 2001 the vast majority of bamkere largely unawaref the true nature and magnitude of
operational riskso general industry response was that this 20% figure was tadrhagdition, lecause many

banks were concerned that Basel Il would eventually raise overall capital requirements, most were generally
opposed to the operational risk capital charge

Separately, the proposed introduction of Basel Il also happened to coincide withr amajtivepiece of legislation

0 the Sarbanes Oxley Act (SOXJhe original goal of SOX was improve theintegrity of thefinancial
reportingprocess by creating greatesinsparency, but it soon took on a much broader interpret&aced with

the prospet of numerougsompliancenitiatives, banks were under pressure to findteffective solutionsThe
argument that both SOX and Basel || ORM were essentially addressing the same issue and could therefore be
jointly solvedby implementing a framework basen the Traditional Approach was well received by the

industry. The fact that the Traditional Approach and Basel Il were based on different and inconsistent definitior
of risk and were designed to addraftegethedifferent business problems wasneally ignored

As bank regulators deliberated the specifics of the proposed Basel Il regulations, theycomiteehts from the
industry Many industry groups, including rating agencies, software and data vendors, market and credit risk
practitionersgtc, expressed concern that the introduction of this oeerlappingisk would have an impact on
the modeling of credit and market ridkhey argued that any such decision would unnecessarily burden their
firms because it would require them to reclasalf their data and recalibrate numerous metrics, such as credit
default probabilities and loss given default valdeorder to assuage their concerns ansinplify the modeling
and data issuethe Basel Committee deemed that operational risk wagjaeland distinct class of risk,

“Thispapei s prophet i c i rinahcimgtechnamyes that redwca credis andnharket risk, but that
create increased oet i on al risk.o These are pr op ebondinsiranceoahd c o
credit default swaps. The inappropriate use of these financial instrusigmtsantly contributed to th2008
globalfinancial crisis.

* Basel Committee on Banking Supervisi@orking Paper on the Treatment of Operational R&dpember

2001.

“Basel Committee on Banking Supervision (Secreta
New Basel Capital Accord: an explanatory noteo (
®Skinner, Tara, #d@ln De®OpRisks&Compliancédruaryd®ach odol ogy

r
J

Towers Perrin & OpRisk Advisory © 2009 Society of Actuaries, All Rights Reservedd | 26



independent of the other types of ridk keeping with historical precedence, tladyodetermined that credit

losses driven by operational failure ought to be treated as credit losses for capital adequacy'p(Biopss

stated, operational riskf p u credibrisk = credit risk.)And lastly,to ensureconsisteny with the other parts of

the proposed new regulatiaimne Basel Committee, in September 2001, adjusted the target capital for operational
risk downwards td.2%"’

As noted above, loss data reveals that operational risk is perhaps the most significant risk faced by financial firr
But the abovementioned Basel Committee decisions, which were based on precedence and expedience, set in
motion a series of eventisatchanged the definition of operational risk, not just within banking but in all other
industries that followed suiSoonbanksbeganficalibratingg t hei r data and model s t
risk capital figuresTheseactionscementedhe percption that operationaisk was a minor riskAs a result,
operational riskvastransfornedfrom a major risk to a minor riskShortly thereafteiit also moved from &ont-

office to a bacloffice issue and eventually became perceived agpesiationsrisk.

Operations risk is only a subset of operational. (@3erations risk is characterized by unconscious execution
errors and processing failurése cause these events stem from Anor ma
singleevent losses are egively smalld rarely in excess of a million dollarBecause risk is defined to be a
measure of adverse deviation from the expectation, risk (the measure) is driven by the largeShimefere, in
Modern ORM, it is the d0apartcolarlyrcarisaousoiplaiona af & prafeasionafoa i |
moral standard and excessive risk takimgfoften result in sales practice violations, unauthorized trading acts

and principalagent eventd thatdrive operational risk

Modern ORM is concerneabout operational losse&nd because the top 1% of events account for ab&ti60
70% of the total financial losses, under Modern ORM the largest losses are most.r@peations risks (such
as execution errors and transaction processing failares) low priority issue in ORMecause thae small,
frequent losseare well understoodnd carbe managed through the ordinary audit/control process.

Ironically, because the pejorative conception of operational risk is now deeply engrained in noigkative r
standards, when a catastrophic operational loss takes place tHerkmesponse from many Traditional ORM
practiti onletaiseeinahundedywagvéntsio it wondt happen 6éror an
fiThesetypes of events are bayd our control, so we just need to acabpimas part of the cost of doing

b usi n e $hisdamonsttates not only a fundamental misconception about the nature tibogkriak, but

also a deemisunderstanding of the real ORM business problem.

'8 Basel Committee on Banking Supervisiéimternational Convergence of Capital Measurements and Capital
Standardsd (June 2004) ; Paragraph 673.

" Basel Committee on Banking Supervisiowdirking Paper on the Regulatory Treatment of Operationa&Ri s k 0
(September 2001)
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6. Risk Architecture and Taxonomy

A prerequisite to managinigk is developing a comprehensive risk architecture and taxonomy (risk classification
scheme)Classification is very important for management purpoBesrefore, one key criterion is that eaeh s

of risks must consist of like itentBatare relevant to management decision makédigl in order for any
classification scheme to be viaplle risk architecture must be based on scientific principtesther words,
there must be clear rules to papt consistent classification

6.1 The Traditional Risk Universe

Exhibit 6.1 shows #&pical Traditional ERMrisk universglist of major risk issuedpr an insurance company,

which includes fivdaop-level risks: credit, markeinsuranceoperational ad strategic

Exhibit 6.1 8 An Example of a Typical Traditional Risk Universe

A Default

A Disputes

A Sovereign

A Downgrade

A Settlement lag
A Concentration

Exhibit 6.1representanimprecise view of operational ris®perational risk is generally viewed to be operations,

A Equities

A Concentration
A Liquidity

A Other assets
A Basis

A ALM

A Currencies

A Reinvestment

A Interest rate
sensitivity

A Underwriting
process

A Basis

A Mortality and
morbidity

A Pricing

A Frequency and
severity

A Policyholder
optionality

A Reserve
development

A Lapse

A Concentration

A Product design

A Longevity

A Economic
environment

A Monetary
controls

A Distribution

A Training

A Financial
reporting

A IT systems

A Turnover

A Legal controls

A Regulatory

A Data capture

A Competition

A Rating
downgrade

A Availability

A Demographic/
social change

A Customer
demands

A Technological

A Negative publicity

A Regulatory/
political capital

execution or backffice processing ristor the risk assaated with routine employee misdeetfsthis
illustration, operational risk does not include principgént risk, sales and business practices risk, or

unauthorized activities risks, which are perhaps the most important operationdhreddition, ogrational risk
includes a category called legal risk, but legal (litigation) risk is an effeth type of riskFor example, sales
practices violations could result in a lawsuit, but the lawsuit itself is not the risk.
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Another example of imprecisionfimancial reporting risk, which could mean many thirgsr example, where a
financial reporting loss resulted from an unconscious execution gmauld represent execution risk/here it
resulted from a deliberate act of wrongdoing (in which thegisafor was trying to deceive the investor
community) it would represent either business practices or fraudTlsse distinctions are very important for
management purposes, i.e., associating risks with corresponding controls

This illustration alsodils to recognize that operational risks are embedded in the otheFoskexample,
concentration risk, which is listed undeedit riskand also insurance risrguablyrepresents operational risk
(The excessive concentrationinsuredsassets, ducts or resources is an operational failure.)

Because of the complexity of this problem, the insuramastryhas not yet been able to adopt a stable, uniform
risk architecture/taxonomiyt is not uncommon for a company to introduce new risk taxonomgyagwo or three
years, where the new approach is just another arbitrary allocation s¢hemder to be viablea risk taxonomy
must be based on a comprehensive understanding of the basic elements of ERM and their relevance to the
ERM/ORM business pradém. This topic is discussed in detail in the next section.

6.2 The Modern Risk Universe

The Research Team recommends that insurance companies adopt a risk universe with the tigbltinengsks:
market risk, credit risk, operational risk, insurans& end business/strategic rislowever,operational risk
represents a special caggecaus@perational failures can manifest themselves in market, credit, insurance and
business/strategic loss@perational risk permeates all asfgeof the risk univese This is illustrated in Exhibit

6.2. Therefore operational risk is embedded in the other reid must be recognized as sughsent such an
approach, event classificatilecomesrbitrary anddoesnot adequately support management decision making.
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Exhibit 6.2 A Modern ERM Universe for the Financial Services Industry

Risk Factors Events Risk Factors
(Frequency) (Risks) (Severity) Effects
Increased Magnitude of

Inflation (EX)

Adverse Change in
Interest Rates (EX)

Decrease in Global
(Credit) Liquidity (EX)

Business/Strategic

Inflation (EX)

Level of Change in
Interest Rates (EX)

Magnitude of Decrease in
(Credit) Liquidity (EX)

Human Assets

Physical Assets

Controllable Market Controllable ~ Monetary
Factors Factors (including Legal)
(Frequency) Credit (Severity)
Misaligned Excessive Concentration
Incentives (EN) of Employees (EN)
Insurance IP Assets
Inadequate Inadequate Business
Training (EN) Continuity Planning (EN)
Operational Reputation
Flawed Misaligned
Management (EN) Incentives (EN)
Business Interruption
Insufficient Loss Lack of Supplier
reserving (EN) Redundancy (EN)
Flawed Governance EN = Endogenous Factors Poor Liquidity
Structure (EN) EX = Exogenous Factor Management (EN)

© 2009 OpRisk Advisory and Towers Perrin

The ModerrERM Risk universe consists of four dimensiorisk factors,risks vent), controllablefactors ad
effects(impacts)\Wher e ri sk i s def ioodykeventoandffectsdariogicaiybe s k o f |
consideredatategories ofisk, because only these two classes are measured in termseaf ldegever,

classifying losses bgffecthas little management benefit, so few organizations use this dimension totlleiiine
risks.

Riskfactors anatontrollablefactors are referred to as contributory factoesausehey canboth contribute to

loss frequencyndbr lossseverity. For example, misaligned incentiMesacontrollablefactor, failing to align
incentiveswith risk-adjusted performanazn contribute tan increase ithe frequency ansgeverity of losses

Because controllable factors represent operational failure they naturally fall under operational risk. Exogenous
factors, which are beyond the control@ganizatiorand do not represent operational failuee considered risk
factors. For examplénterest rateare risk factors. Because changes in interest rates are not measured in terms ¢
loss, interest rates are not risks in this context. Howbeeguse an adverse change in interest caresead to

market lossednterest rates are risk factdugith respect to market risklLiquidity can be a risk factor or a
controllable factor, but it is not a risk because liquidity is not measured in tétass oFor example an

exogenous change in the maemnomic environment can cause a liquidity squeeze and lead to market and
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credit losses; however, mismanaging the level of liquidity repreaamisdogenousperational failuréa
controllable factorpnd should be considergehrt ofoperational risk.It is very important to note that operational
failures often manifest themselves in market, credit, insurance and business/strategic losses.

A simpleexample camelp define and contragtese four dimensns.An electricaffire represents a potential
event(risk) 8 something that could happédfirescan be measured directly in terms number of events and
associated financial lossé&he insulation around electrical wires is a frequency fa€tus. is becase insulation
canpreventcertainelectrical firesd in other words insulation can contribute to a reduction in the frequency of
fires. A sprinkler system is a severity factérsprinkler system will not prevent a fire fromecurring but itmay
helpextnguish the fireanorequickly andmitigate potential damag® in other words a sprinkler system can
contribute to a reduction in severity of damage from a fi@ss of physical assets ahdsiness interruption are
effectsimpacts, because they represinet way a fireccanaffectthe value andinancial viability of the firm.

As one can see, the Modern ERM architecture is logical and intuitive. This framework can bebused to

together competing armbnfusing SOX/audit/COSO classifications and defingid-or example, @mny auditors
mistakenly definamissing controls as risk&/nder Traditional ERM events, risk factors, controllable factors and
effects are all considered risks, and the associated loss data are lumped together without regard tasdistinctio
between cause and effe€his not only causes communication problems, it also constrains the development of ar
integrated ERM framework.

It is very important to understaride subtletiesof risk classificatiorwhendeveloping a viable risk management
framework.This is becauseof management purposes, it is very important to differentiate between ordinary
market, credit, insuran@ndbusiness/strategic losses and thbs¢weredriven or exacerbated by operational
failure. Not doing so maypbscure lie underlying cause(s) of many of the largest lod&@bout a clear picture of
the causes of the major lossese cannot implement an effective risk management/mitigation strafegy
example, treating the AIG loss as@uinaryinsurance loss (becse credit default swaps are insurance products)
makes little sense from a management perspedthie is becausi the absence @xcessive risk taking
(operational failurgthese losses would have been minimal

Since operational risk is not a uniqueafistinct risk, it may be more appropriate to measure operational risk in
terms of its contribution to total losBhis can be accomplished by modeling the marginal contribution of
operational risk t@ach of thether classsof risk. This topic is expleed further in Section 801

6.3 Modern Operational Risk Taxonomy

Modern ORM is based on a risk architecture/taxonomy that is designed to address the primary operational risk
business proble@ the management of the key operational riSksaccomplistthis goal it is necessary to first
identify the key risks and their core characterisdiclom amanagement (i.erisk and control standpoint
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Events can be caused by people and by acts of n@iheg can also be caused or exacerbated by negligence and
incompetence or through conscious and deliberate acts of wrongiosogne cases the perpetrators may intend
to benefit one or more partiga other cases they may intend to harm one party and/or benefit adattien

certain other cases they may mutend to harm anyone, even though the expected outcome is one that would
result in harm to another par@lassification is very important for management purposes, because it is very
important to group together those events that have similar (homogeistiud)aracteristics and corresponding
controls For example, the controls associated with inadvertent events are very different frofoitieosats

caused by conscious acts of wrongdoing

A viable classification scheme needs to be able to expressytltekeeptual differences between the major
classes of risk in clear and precise terfstudy of major operational losses reveals thatmost important
factorone shouldise b delineate theisks and contrds is intent

The Research Team suggestepossible set afop-level event risk categories could be the set described below
These risks are similar to the tgyvel Basel Il riskcategories

A Accidents: Events that represent damage to human/physical assets, where human involvement, if any, was
inadvertent (unintendedfxample:Automobileaccidents.

A Acts of Nature: Events that resulted directly from acts of nateamplesHurricanesfloods.

A Criminal and Malicious Acts'® Eventswhere the perpetrator(s) engages in a conscious act of wrongdoing,
where he/she intends to benefit him/herself at the expense of anotheCpanigial acts involve events were
the perpetrator expecto receive anonetary benefiExamplesTheft, fraud Malicious acts involve events
where theperpetrator alsexpecs tobenefit, but the benefit isf anonmonetarykind. ExamplesVandalism
terrorism.

A Execution Errors: Events caused by inadvertent human acts, excluding those events that primarily involve
damage to human/physical assétsamplesTransactiorprocessing igors.

A Principal-agent Events where the perpetrator(s) engages in a conscious act of wrongdoatgmay
nominally benefit his/ her f i r mEgxarbplefalsifyifgiorc h ar e no
misrepresenting underwriting information to sexadditional clients

A Sales, Business and Employment PracticeBvents where the perpetrator(s) engages in a conscious act of
wrongdoing, where he/she intends to bertbétfirm at the expense of a thighrty. Examplesof Sales and

18 Criminal and Malicious Actshould generally be disaggregatetie$e subcategories should be further divided
into Internal andexternal (If evenone employee was knowingly involvatis treated aaninternaleven). The
abowe mentioned categories could also be disaggregated into first order and second order events.
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Business Practicesclude Improper disclosure,caount churning, miselling am underreporting firm income

to tax authoritesSi mi | arly, i ndividual managers might beli
would be enhancelly taking actions that are detrimehta the rights otertainemployees. Examplexs
Employment Practices includpromotion based on age/race/gender.

>

System Failures:Events caused by ldwareor software failures, where human involvement, if any, was
inadvertent and incidental.

b3

Unauthorized Activities: Events where the perpetrator engages in a deliberate act of wrongdoing, but intends
or expects to benefit all parties at least in nominal term&xample:Unauthorized underwriting,
unauthorizedrading,unauthorized approvals.

6.4 Criminal Risk and Principal-Agent Risk

One i mportant aspect of Modern ORM i s tahgee ndios triinsck
people recognize criminal events, such as thefts or frauds. But to accurately define criminal acts one must
degribe the activity in terms of its payoff matrix. As can be seen from the payoff matrix in Exhibit 6.3, a
criminal act is one where the perpetrator intends to benefit himself/hersétitamdls tcharm another person to
achieve his/her objectiv&pecifcally, in order for the perpetrator to succéeth t h is 11 mid z ,&h@ ane
counterparimustbe harmed. Therefore, we define a criminal act as one where the perpeteatisto benefit
himselfherselfand alsdntendsto harm another party.

Exhibit 6.3 Payoff Matrix for Criminal Acts

Intended Beneficiary

Criminal Perpetrator Counterparty

Intended Perpetrator

Loss ;

Sufferer Firm
Counterparty X
No one

© 2004 OpRisk Advisory

The difference between criminal risk and principgent risk is that in the latter case, the perpetrator does not
intend to harm his/her firm. However, he/she knows (or should know) thexpleeted outcomaf hisher
actions is that the firm will be harmguthe/sheas unconcerned

Principatagent risk is logically represented in two ways: through a payoff matrix and a distribution of outcomes
The payoff matrix for principahgent risk is showim Exhibit 6.4below. In this case the perpetrator intends to
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benefit himselfherself, but he/she does not intend to harm anyone else. In other tw@uaisceed in this venture
it is not necessary that anyone else be harmed.

Thesecond illustratiomn Exhibit 6.4showsthedistribution of all expected outcomes for they e firtn.6Note
thatthe expected outcomeasloss (which isdentical tothat ofcriminal risk. Thus, &en though the perpetrator
does not specificallintend toharmhis/herfirm, he/she knows thain a riskadjusted basis thexpectedsalue of
all outcomes is negative. In legal parlance, this may be referredvithffasor criminal negligence.
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Exhibit 6.4 lllustrating Principal-Agent Risk

Intended Beneficiary

2

Intended Perpetrator
Loss )
Sufferer Firm
Counterparty
No one X X X
Probabilit
10 0
Risk Adjusted Return ($) 2006 OpRisk Advisory

By virtue of its importancéo ORM, principalagentrisk deserves to liermally recognized as a tier one event
risk category(Operational risk events are generally represented in a three tiered hieMafabye)information
asymmetries and misaligned incentives existcipatagentrisk is a key risk.This topic is explored further in
Appendix A.

A classification frameworkasedn the principes described abovean beused to develop a risk taxonomy for
any industryFor each industry, the risk categories could be expanded into a relevant hieratointate For
example, in manufacturing, \ehe accidents are very prominent, this category would be broken down into
numerous subcategories

Developing a comprehensive set of Mod&RM eventbased risk categories is beyond the scope of this project,
but could be the focus of a future research initiative.
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7. The ORM Business Problem

7.1 Roles and Responsibilities

As a general rule, the risk management function is not supposed to directly manage risk; that responsibility lies
with business line managersenior managers and C level executiVég role of the risk function is to facilitate
effective risk managementherefore, the primary goal of the ORM function is to do the following:

A Embed a risk culture that harmonizes the goals of key decisionsrehe external stakeholders.

A Provide the framework, infrastructure, tools and methodology to allow key decision makers to manage
operational risk as part of their overall portfolio of risksconformity with cosbenefit analysisyithin the
risk tolerance standards of the stakehold®&isk tolerance is determined by the Board of Directors.

A Ensure that the is transparency in the decision analysis process, such that independent observers can verify
that key decision makers are in fagtimizing riskreward risk-control and riskransfer in conformity with
the risk tolerance standards of the stakeholders, i.e., mifigatépatagentrisk®.

Therefore, the ORM functionbds primary responsi bil
technigues to accomplish the following:

1. Determine the magnitude of exposure to each major operational riskhe contextofthb usi nes s 6's
existing control environmer@ to confirm that it is in line with the risk tolerance standards of the
stakeholder.

2. For each significant operational risk, determine whether the business has optimizeddbetraiand risk
transfer relationships in the context of ebshefit analysisGiven the busineésverall portfolio of risks,
determine whether one can implamhany specific operational risk mitigation strategies that will-cost
effectively improve financial performance on a resijusted basis.

3. For new business opportunities, determine what impact investing in a new project will have on thedusiness
level of erational risk and whether such a move is in the best interests of the organ&adicifically,
determine whether the incremental profits are commensurate with the incremental risk.

¥ Wherethe firm and the industry are systematically underestimating risk, prirageait risk may exist. In such
situations, the risk function needs to be pregdo take appropriate action to prevent a repeat of the
circumstances that brought about the 2008 financial crisis.
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7.2 Modern ORM in Practice

Thefirst two subsections describe how lagcision makers manage risfithin a Modern ORM framewotkThe
third subsection describes how the risk function can use these same methods to identify potential incidents of
principatagent risk.

7.2.1 Business Problem 1: Strategic Risk-Control Optimization

An executive vice president (EVP) is looking at past claim experience and observes that in the past five years tt
organization has experiencedmeroudraudulent claimsBy employing an actuarial model, using internal and
external data, she estimatbat her aggregate expected loss is $20,000,000 and the aggregate exposure (99%) i
$100,000,000. (Therefore the aggregate unexpected loss = $80,000,000).

The EVP subsequently learns about a new fraud prevention system designed to identify fraudukenidai
earlier in the procesSheexpectghatby implemening this new systernthe aggregate expected loss will fall to
$5,000,000 and aggregate exposure (99%) will fall to $25,000,000. (Thus, aggregate unexpected loss =
$20,000,000). Exhibit 7.1 showsat hypothesized change in risk profile with the new system.

Exhibit 7.1 8 Risk-Control Optimization

Probability

<«— After improvement in controls

<— Current level of risk

v

\ uL,

uL,

v

—_—

Mean Mean 99th percentile 99th percentile
Annual Aggregate Loss ($)
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The EVP needs two more pieces of information to make an informeHassld decision: the fully amortized
annual cost of thproposed newystemandthei r mbs cost of capital,, which
respectively. All relevant information is summarized beldim.isolation, the unexpected loss is assumed to be
the level of capital set aside for large losses.)

Exhibit 7.2 0 Strategic Risk-Control Optimization Information Summary

Level of Loss Hypothesized

99% level aggregate loss 100,000,000 25,000,000
Expected loss 20,000,000 5,000,000
Unexpected loss (99%) 80,000,000 20,000,000

Cost of system $5,000,000

Cost of capital 10%

© 2007 OpRisk Advisory

Thenext step is to calculate the change in the Cost ofRiBke Cost of Risk is a measure of the economic value
of therisk-taking activity and is calculated as follows:

Cost of Risk = Expected LossGostof Capitaf* x Unexpected Loss

Therefore, the change in Cost of Risk that would result if the EVP were to implement the new system can be
calculated as follows:

@ Cost =ofmp RExspke cGog ofCalpoistsal+ x @@ Unexpected Loss
= (20,000,000 5,000,000) + 10% x80,000,000 20,000,000)
= 15,000,000 + 10% x 60,000,000
= 21,000,000

In the aboveexamplethe cost of the system ($5,000,000) is less thaestpectededuction in Cost of Risk
($21,000,000) Therefore, in the context of cdsenefit analysigt can be said thgiurchasing this system will
optimize the riskcontrol environment, at the risk tolerance level of the stakeholders.

?®The term Cost of Risk has many applications. For the pufdbés research papehe term is defineds
referenced above.
’Costof@pi tal should be a firmés target return, its
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7.2.2 Business Problem 2: Strategic Risk-Reward Optimization
The following paragraphs describe the process for optimizimgiskreward relationship in an ORM context.

The senior manager of a major bank is considering launching a new loan pusingta risk assessment model
and soft data, the manager estimatestipected oss andinexpectedoss associated with this ndwsiness

venture Based on this analysis he determines that at a volume of $1,000,000,88pdbed loss

$50,000,000, thanexpected losis $500,000,000 and the level of loss experienced in most years is $5,000,000
The firmds c o sandabthe deabvplume thé estimatedhél ptofit (not including Cost of Risk) is
$100,000,000.

The senior manage&ast of risk and profitability estimatase summarized below.

_ Accounting Profits Risk-Adjusted Profits

Baseline $100,000,000 $100,000,000
With only EL included $100,000,000 $50,000,000
With total Cost of Risk included $100,000,000 ($50,000,000)

The business manager realizes that on aatglitsted basis this is novalueadding proposition, so he chooses
not to pursue this business

7.2.3 Business Problem 3: Analyze Principal-Agent Risk

The following paragraphs describe what the ORM function needs to do in a Modern ORM framework to mitigate
principatagentrisk.

Because other firms are pursuing this business, the business marihgaatinve example decides to enter the
fray. And becaus@nformation asymmetries exjste manipulates his model to produce aggreggtectedoss
andunexpectedoss figures of $5,000,000 (which is close to the observed loss or the mode) and $10®,000,00
respectivelyHe subsequently receives senior management approval to launch the.@ouhecthis product
appears very profitabléne makes this product simaryfocus and generates $5,000,000,000 in volutee
consequently earns a $2,000,000 barach year fothe next five yearsin the sixth year macreconomic factors
completely change the viability of this busineBse firm loses $3,000,000,000he manager is asked to resign

0 which he doesbut keeps the $10,000,000 he has earned duringpttdew years

Many of the largest financial institutiodi®sses have been caused by prinegugnt risk, which istkey driver of
operational riskBut it is unreasonable to assume that this risk can be managed through the same methods as or
uses taeduceoperationsisk, which is driven byoutine process failurefnstead, managing this risk requires a

fully verifiable and transparent method of determining whether business managers are taking risks that are in
conformity with the risk toleranceastdards of the stakeholdeatong with a set of disincentivéisatreduce the
manageds associated payoff to a level below zero economic profit
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Therefore, one effective method of mitigating princiggént risk would be to ask business managers to
specfically incorporate the Cost of Risk into their profitability estimatesa general rule, profitability and
compensation should be measured on aatjlusted basjsot an accounting basiall profitability estimates
should be validated bnpdependentisk expertsFinally, changing the incentive structure such that business
managers share in thdewnsideas well as in thepside may also prove usefdlhis topic is explored further in
Appendix A.

7.3 The Modern ORM Infrastructure

ModernORM requires @&pecific infrastructurelo create this infrastructure, the ORM function should do the
following:

1. Explain to key decision makers the goals and objectives of @R Modern ORM meets these objectives
and specifically how Modern ORM methods can be usedaictipe If this is not done correctly, it is unlikely
that any of the othgsrogram goals will be met.

2. Facilitate the development of a viable risk management architecture, or more specifically, a mutually
exclusive and comprehensively exhaustive operatievent risk taxonomyJnder Modern ORM the risk
taxonomy is designed to delineate risks in a manner that facilitates risk management

3. For each risk class, provide key decision makers with the ability to measure the elqescéed! unexpected
loss, in the context of the existing control environment, according to the risk tolerance standards of the
stakeholders.

4. Assist key decision makers in developing/acquiring tools and methodology to assess and monitor internal
control quality on a periodic basis.

A sampleModern ORM Risk Assessmemplate whichallows risk to be expressed as Expected Loss and
Unexpected Losss shown below(Note The taxonomy showin these examples is the Traditional Basel |l
taxonomy.)
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Exhibit 7.3 0 Example of Modern ORM Risk Assessment/Measurement Template

Employment Clients, Execution, Business
Practices and | Products and | Damage to | Delivery and Disruption
[NCIGE External Workplace Business Physical Process and System
Business Unit A Fraud Fraud Safety Practices Assets Management Failures Total
Unexpected Loss 36,000,000 21,000,000 45,000,000 75,000,000 24,000,000 20,000,000 18,000,000 239,000,000
Expected Loss 4,200,000 3,500,000 5,000,000 4,000,000 3,000,000 12,000,000 4,000,000 35,700,000

Exhibit 7.3 showsa sampleModern ORMRisk Assessmenitleasurementemplate which allows for risk scores
to be calculateth thecontext of thecurrent control environmenthis frameworkenablesa risk manageto
analyzeand prioritize all operational risk classegémmsof both cost (EL) and risk (UL)

Exhibit 7.4 shows a sample Modern ORM control assessment template, where raw control scores are calculate
using a specified set of control standards. Thesgat@tandards are aligned with the risk tolerance standards of
the organization at a specified confidence level (e.g. 99%). In this illustration, individual scores are based on a
9 scale. They are then weighted (by relevance) and aggregated on azeor@i00 scale, so that they can be

incorporated into an integrated riskntrol assessment template.

Exhibit 7.4 8 Example of Modern ORM Control Assessment Template

Weak Attributes Moderate Attributes Strong Attributes
Score Control Name

6 Segregation of Duties A Segregation of duties is
managed by policy and

procedures

8 Ethics Code

been effectively

communicated to employees

4 Employee Activity

Reports reports have been

developed but are not
monitored consistently

A An Ethics Code does not
exist or exists but has not

A Some employee activity

4 5 6

A Capabilities limited through
system profiles

A System profiles are not
administered by independent
team

A Profiles reviewed annually or
less

A An Ethics Code has been
established by management

A Employees are required to
read and affirmatively note
their acceptance of Ethics
Code

A Some employee activity
reports have been
developed

A Reports are monitored
periodically by management

IR R

A Capabilities limited through
system profiles

A System profiles are
administered by independent
team

A Profiles reviewed
semiannually

A An Ethics Code has been
established by management

A Employees are required to
read and affirmatively note
their acceptance of Ethics
Code

A Anonymous Hotline has
been established to report
unethical behavior

A Critical employee activity
reports have been
developed

A Reports are monitored by an
independent team on a
continuous basis

A An escalation process exists

Source USAA FSB

Exhibit 7.5shows a samplglodern ORM Integrated Risknd Control Templateyhererisk measuregexpressed
as loss exposur@nd control measurgéexpressed as normalized scores) be viewedoncurrentlyin alogical
andconsistent formatUsing this framework, antrols improvementsanbe prioritizedacording torisk. In
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addition,hypothesized improvemesin controlquality can be used testimate theeduction in the overall level
of risk.

Exhibit 7.5 0 Example of Modern Integrated Risk and Control Assessment Template

Employment Clients, Execution, Business

Practices and | Products and | Damage to Delivery and Disruption
Property/ Casualty Internal External Workplace EISLESS Physical Process and System
Insurance Fraud Fraud Safety Practices Assets Management Failures Total
Current Risk 36,000,000 21,000,000 45,000,000 75,000,000 24,000,000 20,000,000 18,000,000 239,000,000
SIEEgR I 50 55 65 65 70 72 53 55 55 60 70 75 64 68 59 61

Control Scores

Hypothesized Risk 32,000,000 21,000,000 44,000,000 72,000,000 22,000,000 19,000,000 17,000,000 227,000,000

7.4  Traditional ORM in Practice

For firms that have implemented Traditional ORM, the centerpiece of their framework is generally Traditional
RCSA, which is generally implemented as follows:

A Identify your risks

A Quantify your risks through likelihood and impact analysis beforeafted hypothesized improvements in
control quality; riskevel after controls are net risks or residual risks.

A Accept those net/residual risks that are within your tolerance
A Develop actions plans to addrelsese risks that need to be mitigated

The Tradtional Approach has many useful featurnégrovides structug, governance standards and a simple
approach to risk identification and assessmiguat it also has one very important flalvis based om definition

of risk that is inconsistent with therimal definitiond the definition used in the risk management and actuarial
profession As shown in Exhibit B, under the Traditional Approach, risk is associated with the average, or
expected lossyet, under the formal definition, risk represents theeux p e c woestt acsre 0A | 0s s .

This discrepancy has huge implications. Specifically, Traditional ORM fails to reveal tlopeeationatisks.
Instead, itypically focuses attention on the set of commonly observable threats and control weaknesses
assotted with routine losses- independent of risk. Therefore, the largest ripiserallygo unrecognized.
Institutions that follow the Traditional Approaele ofterunaware of their most significant risks. In addition,
organizations that base riskntroloptimization decisions on the results of Traditional RCSA can easily become
overcontrolled in the areas where they have the least risk, but remain significantlyconttetled in the areas
where they have the most risk.
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Exhibit 7.6 8 Traditional vs. Modern Conceptions of High Risk
Likelihood Traditional Frequency
High High High
(©)) Risk 3
Med
@

: Low
(1)

Low (1) Med (2) High (3) Low (1)  Med (2) High (3)
Impact Severity

Low Risk _ ‘ _‘ﬁ. High Risk © OpRisk Advisory 2004.

Med
@

The Traditional Approach is very effective for preventing losses at a tactical level, but loss prevention addresse:
only oneaspecbf the ORM business problen and not the most importaohe Specifically, Traditional ORM

does little to mitigate exposure to the large catastrophic events, such as sales and business practices violations
acts of excessive risk takintpatare really the key drivers of operational risk.

Another practical concern with tigaditional Approach is tle lack of cohesiarnThe risk identification process

0 namingyour risksd appearsntuitively appealing and can heseful when it is used to identify a few key
imminent threatsBut, it is very challengin@nd resourcéntensiveto implemengcioss the enterprisén

particular, ecauseisks overlagrisk factors, controllable factors, events and effects), and because the list of
possible causes virtually unlimited it is possible for a conscientious practitioner to identify thousandsksf
Needless to say, it is very difficulh prioritize and/oractively manage suchlargepanoplyof risks.

A typical RCSAunder the Traditional Approach is shown in Exhibit Gelow. Three key drawbacks are
described in red.
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Exhibit 7.7 Example of Traditional RCSA Template

1

Description

Adequate resources may not be available when
required.

New products may be introduced without adequate
due diligence.

Product knowledge is concentrated within a small
group of people, which may lead to significant IP
loss if certain individuals were to leave the firm.

Sales staff may inadvertently fail to fully disclose the
risks associated with investment securities to retail
customers.

Contract terms for an investment banking
assignment may be recorded incorrectly.

A change in law or regulation in Asia may cause the
firm a loss.

Transaction volume may increase to a point that
exceeds capacity levels and leads to
transprocessing losses.

Towers Perrin & OpRisk Advisory

Likelihood

Impact

Affect of

Control Control

Managers can identify the firiskso that they observe, but
these threats generally dond represent the major risks.

2

6

Comprehensive new product approval 3 3
procedures are in place.

Each key staff member has a back up 1 1
who has almost complete knowledge of all
critical tasks.

Allsal | jkelihood x Impact is not equal to Risk;
so the rank order is wrong.

Entry and verification of all relevant 1 3
information are performed by different

individuals.

The legal department conducts an annual 2 4

risk review of all Asian countries to assess
the chance of such a change occurring

Senior management reviews resource 4 2
and staffing requirement on a monthly
basis.

These firiskso are a conglomeration of risks, risk factors,
controllable factors and effects (so not mutually exclusive).
Through this hugely resource intensive process,
conscientious staff can identify thousands of firisks.o
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8. Measuring/Assessing Operational Risk

8.1 Goals of Measuring/Assessing Operational Risk

The purpose of measuring andéssessing operational risk is to solve the key business problems described in
Section 7. To address theselglemsk ey deci si on makers must know thei
operational risk, in the context of the busir@esgsting control environment, at the target risk tolerance level.
Specifically, they require the following information:

1. Total Aggregate Risk Exposure for each busingdhe targetolerance level (N%)
2. Aggregate Expected Loss, which is the probability weighted annual aggregate loss
3. Aggregate Unexpected Loss (N2@hich is the Aggregate Risk faced by the business
— Unexpected Loss (N¥& Total Aggregate Risk Exposure (N9oAggregate Expected Loss
4. Total Cost of Risk.

Operational risk models can also be used to estimate regulatory and economic capital for operational risk.
However, using a risk model only to calculate regulatory caipaksents perfunctory compliance and will not
meet the standards of t g% Gdiallyyratingagencies willaltimatlavsastko | |
see evidence that risk models are being used to guide decisions and not simply for cemplianc

8.2 The Actuarial Approach

As explained in the previous section, strategic-bigaked decision analysis requires one to estimate aggregate risk
metrics. However, directly modeling the annual aggregate distribution requires many years of data. This is
because under such an approach the aggregate or cumulative loss for an entire year represents just one data p
five years of loss data yields only five data pqiatsd so on.

To overcome the data paucity problem, actuaries decompoagghegate losdistributioninto its two integral
components: frequency and severity. By doing so, each individual loss can be viewed as a single dgtspoint.
is the reasotthe process for modeling aggregate or cumulative loss distributions is often referreceto as th
actuarial approach.

Under the actuarial approach, frequency represkatsumber of eventsand severity represents loss magnitude
per eventTherefore, we can represent aggregate loss as follows:

22 At present, the standards for the use test are low or undefined, but it is likely that even after these standards
have been introduced, they will becomere stringent over time.
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N
Aggregate Loss 2 X,
i=1
where eaclX;represents a single event loss and N is the number of events.

Here N is often referred to as the frequency, and eaighr&ferred to as the loss severiydistribution of N is
called a frequency distributio8imilarly, a distribution of Xis refared to as a severity distributioBne
frequencyandoneseveritydistribution are needed to createaayyregate loss distributidar one risk class, as
shown in 8.1 below

Exhibit 8.1 8 Aggregate Loss Distribution

Frequency of Events

Aggregateoss

P
VaR Calculator

e.g . Loss Distribution
Monte Carlo ’ ﬁ
Single Loss Simulation Engine ¥

1 100
EL=Probabitly Welghted Wean Toal Exposure 2006 vel

EL=Probabitt Weighed Mean Toal Exprsure 0% vl

Although there are no reitions on the types of frequency and severity distributions one caa tissgretical
requirement ishat the Xs be independent and identically distributed (i.i.d.) and that the frequency and the
severity be independent.

It is difficult to describe th aggregate loss distributionrimathematicalorm, even when the frequency and
severity distributions are both well knowks a resultnumerical methods such as Monte Carlo simulation are
oftenused to calculate the aggregate distribution and correspphotpected Loss and Unexpected Loss figures.

There is a relatively simple relatisimip between the mean of the Aggregate Loss distributionAtlugegate
Expected Loss) and the frequency and sevdrdlyibutions as expressed below:

AggregateExpected lbss = Mean Frequency x Mean Severity
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For example, if Mean Frequencytenevents per year and Mean Severity is $100,000

Aggregate Expected Loss = 10 x $100,000 = $1,000,000

8.3 Data Requirements
8.3.1 Internal and External Data

One common misconceptiam ORM is that internal modeling means modeling primarily with internal loss data.
Externaldata arealmost always necessary for modeling severityanedften needed famodelingfrequency as
well.

The use of external data in operational risk is basddeassumption that companies in an external peer group
are very similar to the firm being modeled, i.e., that these institutions all have a similar risk/control profile. In
such casedoss data from external institutions can be deemed relevant f@amédysis. To use external dabae
must also assume that operational failuresratependentsuch that ten years of data fr@@companies is

roughly the equivalent of 200 yearkdata from one company. Where the goabiasseser measure risk at ¢h
99% level, the tofew losses from a relevant 200 compamar data set is much more valuable teeen a

million hard data points from one institution collected over a¥iwar period. Therefore, for operational risk
assessmefiheasurementata requiements should be defined in terms of years of data, rather than number of
data points.

8.3.2 Hard Data and Soft Data

There are two kinds of data, hard data and soft Hal data impirical informatiorthat has been collected
through a systematic press on a prospective basis. Soft dataformation that is based on empirical
observations, but where the data may not have been collected through a robustprioesenere the dataay
represent a proxy variableor example, $po® you were to selip a scientific process for measuring the height
of ocean waves at a certain bealihe data you would collect from this procésss of today would be hard

data. If you were to collethis data forthe nexffive years, you may end up with several iaill hard data points.
Alternatively, if you were to check the geological record, you may discover scientific evidence of tsdundamgis
the past00 years. While you may not be able to estimate the exact height of these tsunamis, assuming you wel
to useadvanced scientific methods.g.,measurénow far inland the waves travelegju could make reasonable
inferences about the height of these waV¥ésés data would be soft datéddowever this process mayield only

five or ten data points.

So, which datds more useful for risk analysid? your goal is to estimate@ne in a hundred year event (i.e.,
99% level wave, with a orgear time horizo)) hard datamay bealmost irrelevant evewhen you havenillions
of data points. For certain kinds of analys@ddata areessential, but for risk analysis sometimes soft data can
be much more valuabléeMany modelgely exclusively orhard data even when this typedaitais known to be
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insufficient. To a large extent this explains why we witness one in aduigdar evestevery 15to 20 years.
For a concrete example refer to Section 8.6.5.

8.3.3 Outliers

In most statistical analysis, where the goal is to understand central tendency, the mean is not a reliable measur
because the mean is affected by outli€hgerefore, most statisticians prefer using the median (the middle value)
or the mode (the most common observation). However, because the mean has many useful properties, many
statisticians still use this metric. But to make the mean a better represeafatémtral tenden¢yt has become
acceptable to throwut the outliers.

In risk analysis the opposite is true, particularly in ORM where the major risks are characterized by large rare
events. In operational risk modeling it is the outliers that arst netevant. As one can see from the tsunami
example in Section.8.5,insome& ases the so called outliers are the
outlierso could have been thrown out.

Theinability to reliably differentiate outliers fronelevant data in small samplissperhaps the best argument in
favor of using external data. For example, supposegbected internal loss data for three years lzane 1,000
losses in your databasénd also suppose all the lossesiarthe $10,000 t$1,000,000 range, except one loss
that is over $100,000,000. If you include this loss in your data seiflitt cause you tasignificantlyoverestimate
both theexpectedoss and thenexpectedoss estimatesinlessa $100,000,000 losshould be expeatio occur

in any giventhree yeaperiod Howeverpy excluding this event yo@wstimatewill almost certainlybetoo low,
since the fact that the event occurred in the past suggests there izeambkelihood of a similar event
occurring in the fuire Only by supplementing internal data with external data fseweralpeer institutionsvill
the true shape of the tail become evidehhis will helpyou estimatéow oftena $100,000,000 loss likely to
take place

8.3.4 Homogeneity and Data Classification

As discussed above, in order to model losses with a small data sample, it is imperative that the data be identica
distributed. Asve have already segifi you combine ordinary windriven waves with tsunami waves in a grand

set called ocean was, the data will exhibit a multhodal shape and will be difficult to model. The same would

be true if youvere tocombine routine execution errors and unauthorized activities in one grand set called
operational risk. Accurate data classification is caity important for operational risk modeling.

8.3.5 External Data Sources

There are two good sources of external loss. @atarnal public data and consortium data. Both have advantages
and disadvantages. In additjdhere are significant differences $size and quality of these products and

initiatives. Where the goal is to manage operational risk under a Traditional Appertarhal data requirements
are not very stringent. Under the Traditional Appro&ctternaldata araised only for qualitativanalysisd to
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support awareness and to identify new threats. However, under Modern ORM good quality éataraabf
critical importance.

External publicdata aralata that hae been collected from publicly available information, such as media reports
legal settlements and judgments and corporate filingassédata tend to be well documented. Some vendors
provide relevant information for scaling losses. One problem with public data is that it suffers from a reporting
bias, in that not all losses arported. This is particularly true for the smaller losses (under $10,000,000).
Because of the reporting bias, directly modetimgsedata using traditionair modifiedMaximumLikelihood
Estimation(MLE) methods is not advisable. However, using the Eirpsses, which are less prone to reporting
bias, as fisoft datao i n a & depekdinganshe gualityefithe da@.rfhic e s s
topic is discussed further in Section 8.8.

Consortium data represent pooled data from member instisuwho have agreed to share their internal loss data
on an anonymous basis. Some of these initiatives have antargbethase. Oneommonproblem with

consortium data is thab preservenonymity very little descriptive information, if any, is praléd.This

presents a challengkecause where the data may have been misclassified or even classified under a different
schemeat difficult to use tle data. Howevenyith effective controls over data quality and consistency, consortium
data can ba very seful source of information.
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8.4 Frequency and Severity Distributions

8.4.1 Frequency

Frequency refers to the number of events that occur within a given time gempiticalevidence suggests that
frequency tends to follow a generalized Poisson proedssh is parameterized by mean and variance. A Poisson
process can be mathematically represented by any one of the following three distributions: the Poisson, the
binomial and the negative binoahi Figure 1 shows a Poisson distribution with a mean dfi@re 2 siows a
negative binomial distribution with an r of 10 andff.7. This corresponds to a mean of 4.29 and a variance of
6.12.The Binomial distribution with a mean of 10 would appear virtually identical to the Poisson shown below.

Exhibit 8.2 d Examples of Frequency Distributions: Poisson and Negative Binomial
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8.4.3 Annualized Loss Exceedence

As mentioned above, a severity distribution has no time element, so the ptplvahiies are not related to time.
This means one cannot use the severity distribatiomein any form (PDF, CDF or LEC) to estimate the
probability of a given loss occurring during a given time period.

By combining an annual loss frequency distributimid an LECone can create an annualized LEC. An

annualized LEC shows the probability of a loss exceeding any given value within one year. Annualized LECs ce
be very useful in riskased decision analysis, becatiseannualized LEC represents probapiliformation in a
mannerthat has intuitive meaning, i,é describeghe level of loss associated with a one in N year event.

8.5 How to Model Frequency

In an actuarial modeg frequencydistributionis a stochastic distribution, expressed as a disqueobability
density function, where the X values consistofnoegat i ve i ntegers {0, 1, 2, «

Significant empirical evidence supports the use of the Poisson process for loss frequency. Spéocdisalthg
shown that if the frequency satisfig® secalled Poisson postulate, then it will also follow Bwsson process.
Although any distribution of nenegative integers can be used for modeling loss frequency, three distributions,
which are all forms of the generalized Poisson process, areadsnosed. These are the Poisson distribution,
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the negative binomial distribution and the binomial distribu(athematicatepresentations are shown in
Appendix B).

A Poisson distribution is a special case of the generalized Poisson process, bat@idesiribution the mean is
equal to the variance. Thus, the Poisson distribution is effectively a one parameter distribution. Modeling annua
frequency using a Poisson distribution requires much less datddaeamodeling with many other distributions
becausdor the Poissommne needs only enough data to estimate the ietire average number of events

expected to take place in a year

One can estimate mean annual frequency by dividing the number of events observed by the number of years in
obsenation period. For example, 50 observations over ayfear period indicate mean annual frequency

estimate of temvents per yegb0/5). Alternatively,200observations over the same five year period would result

in amean annual frequen@gtimate obpproximately40 events per yegR00/5)

Mean frequencganalsobe estimatedusing either the method of moments or maximum likelihood estimation
(MLE) method.In property and casualctuarial work, the Poisson distribution is ofsatectedor modelirg

loss frequencyecause ots convenient properties, especially where the mean and variance are expected to be
approximately equal.

The variancef a negative binomial distribution is alwagseater than the mean, a feature that differentiates the
negaive binomial distribution from the Poisson distribution (recall that the Poisson mean is always equal to the
variance) Whereempirical evidence suggests that there is excessive variability in the freqatiise to the

mean one should consider usinget negative binomial distribution rather than Baésson.

The variance of a binomial distribution is always less than the melagredmpirical evidence suggests that there
is very low variability in the frequency, one should consider usindthemialdistribution rather than the
Poisson.

8.6 How to Model Severity

Modeling severity is the most challenging aspect of modeling operational hiskis true for several reasons
including the lack of sufficient data, the poor quality of data, the existdrtoencated or censored data,
sensitivity to low probability/high severity loss events, classification issues (commingling of loss data from
different nonhomogenous distributions) and the need to incorporate both internal and exterrg¢catse the
Expected Loss and Unexpected Loss results are very sensitive to changes in lossaeveatglymodeling
severity is the most importatgskin modeling operational risk.
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8.6.1 Simple Empirical Methods & Lack of Sufficient Data Points

Let us assume éhtarget risk tolerance level is based on the Solvency Il requirements, which are 99.5% for a one
year time horizon. This equates to the level of aggregate loss associated with svorfeuindred yeaevent®.
Accurately estimating this figure, using r@mpirical analysis, requires abouy®dd0 years of relevant loss d&ta

and the data must be drawn from a static risk/control environmen@Qf gears this approximate level of loss
would be exceedsdiive times. Thus, the 99.5% loss would be estimatade§fth lowest loss. With exactly 200
years of data the 99.5% loss would be the largest loss. Thus, even with 200 years of data, the entire analysis
would rely on a single data poiét and would be prone to serious estimation error.

8.6.2 Fitting Data to Distributions

Many organizations model risk by fitting datacmmmon parametriprobability distributions. By using such
methods one can significantly reduce data requirements. Provided that the lossiddiparelent and

identically distributed, onean model a 1/200 year event with only a few years of relevant loss data. This can be
accomplished by using a probability distribution to extrapolate the loss value at the target tail probabibty level
assuming, of course, one has sufficient data teroe the form of the distribution and reliably estimate the
required parameters

This method is reliable when the loss data are of good quality, the severity distribution used for the analysis is a
Afgood fito and t he da tee thsiseo,tecinegumes suchad MLE and stasisticali b u t
goodness of fit tests can be used to select the best fit severity distribution and parameters. Under these
circumstances risk modeling is a very straightforward process. Unfortunately, this istraredgé, because
numerous dateelated issues make operational risk modeling a very difficult task. A viable operational risk model
must address these data issues in a theoretically valid manner. Where this is not done theyesedtslimited

value.

8.6.3 Fitting Truncated Data

As mentioned abovenodelingoperational lossspresentsmany challenges. Very rarely are losses collected at a

$0 threshold. As a resuthany common distributions, such as the lognormal distribution, which are specified
fromthe $0 threshold, cannot be ugedat least not in aonventionamanner. This is because the lognormal
distribution, which is parameterized in terms of mean and standard deviation, requires that the mean and stand
deviation be specified as if the datare collected from $0. Where lodata arecollected from a nozero

threshold, the mean is biased upwards and the standard deviation is biased downwards. Ubiagdtese
parameters as if they wetlee actuaparameters would produce meaningless result

3 As previously mentionedever ity has no time element. The tern
convey the relative frequency with which a loss of a given size might be expected to occur, and does not ascrib
time element to loss severity that does not otherwise belong. This type of description is common in insurance ar
reinsurance and is referred to as a fAreturn perio
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There are two methods of addressing the truncated data problem. One is to use severity distrbidioase
designed to be used with data collected from az®wo threshold, such as the Generalized Pareto distribution
(GPD). However, this distribitin has a very heavy tail and often overestimates the level of risk. In addition,
because the rate of decay of the tail is sq thertail of GPD may not converge to zero, in which case the GPD
has an infinite mean. As a resullte GPDcanbe usal to esimate the Aggregate Expected Lasgy by
incorporating an upper bound. The subjectivity built into this process is proble@atisequentlythe Pareto
family of distributions is not appropriate for modeling operational risk.

Another approach is to usesk heavy tailed distributions and a modified MLE pro&esme specifically

designed fofitting censoredtruncateddata.This approach is explained in Appendix Bis very easy to test
whether a modified MLE fitting routine is working. Simply generfmss data from a known theoretical

distributionto seeif the fitting routinerecoves the original parameters~or examplegenerate 1,000,000 data

points from a lognormal distribution, with parameters of mean = 10 and standard deviation = 3, from a $0
threshold. Then, test the routine at different fit thresholds (e.g., $0, $10,000, $100,000). The fitting routine shoul
recover parameters very close to the original parameters (10, 3).

This process of fitting a theoretical distribution to truncated iddtiustrated graphically in Exhib&.4 below.
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Exhibit 8.4 - Fitting a Censored Dataset Using Modified MLE

Probability

Lognormal

«— Best fit curve using MLE

[

Missing data Size of Loss

8.6.4 Fitting Heavy Tailed Truncated Data

In certain situations the above mentioned process breaks down and the fitting routine returnsanrealis
parameters. This often happens when one tries to fit, for example, a lognormal distribution using a modified ML
fitting routine to heavy tailed, truncated data. In such cases the routine will typically return an unreasonably low
mean and an unreasohahigh standard deviation. This rouinsually fails because even with a modified MLE
routine, a traditional two parameter distribution generally cannot be used to model certain types of heavy tailed
data. Unfortunately much of operational risk is chamazed by heavy tailed truncated loss data.

To model such data it is generally necessary to use distribtiiattonsist of more than two parameters (two
degrees of freedon® for examplethe LognormaiGamma (LNG) distribution or the Burr distributioBoth the
LNG and the Burr can be reliably fit using the modified MLE methods described above. Oriaraikhative
method can also be used. This involves fitting the tail portion of the data set to an annualiZ&d EEYL (See
Section 8.8. for more infmation.)

Modeling operational loss data using severity distributtbashave more than three degrees of freedasy
result in oveifitting, which can be problematic. In addition, because many of these distributions cannot be fit
using MLE methods modé#d for censored data, the fitting process may be prone to estimation error.
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8.6.5 Thei.i.d. Assumption

Modeling risk with only a few years of loss data is now very commarticularly in market risk management

but it is essential to understatige keyassumptions underlying this approach. One critical assumption underlying
all such models is the i.i.d. assumptidnin particular, the assumption that the loss data are identically
distributed. (The term i.i.d. stands for independent and identicallyldittd.) When this assumption is not valid,
i.e., where the data are not homogenous, the models can produce spuriousniesslsppropriate modifications
are madeConsider the following example.

Suppose yowant todetermine the height of tiieo n @ huindreds e a r 0 wave Yowbeginby collecing
wavedata Suppose after a five year study you have gathered data on millions of waves; hdw@awgthis time
periodonly ordinary winddriven ocean wavdsave been observebh order to mdel theoverall flone in a
hundred yedarwave evenyouwould have to assumene of the following: (1)hatordinarywind-driven waves
are the only kinds of waves that exist(®ythatwind-drivenwaveshave the same propertiesadlsotherwaves,
includingearthquée-driven tsunami waveandasteroiddriven tsunami waved in other words all waves are
i.i.d).

Asillustrated graphically in Exhib#®.5 below, bothassumptios are invalid And, as a resultyour model would
significantly underestimathe height othe largest wavedf you hadaccess td,000 yearsr moreof datg and

this datancludel a representative sampleedrthquakedriven andperhaps asteroidriven tsunami wavegou
wouldobservehatthefi o ne i n a owinddriveneave is/serfrantlysmallerthan theoveralli one i n
a hundred yearwave.(Note:In this figure for illustrative purposesyaveheights areshown as normally

distributed within each category of wavés addition therelative proportiorof tsunami waveso wind driven

wavesis overrepresented.)

This generally explains why so many models systematically underestimatek , i . e. , why we
hundr ed vy e ar -1%yeaeshhisdssue is particularly @levant in market and credit risk modé&ling
where the analysis is often based on huge amounts of data collected over a small periodta$ timgortant to
recognize that one cannot reliably estimate long term volatility from-séront data unless the shéetrm data
accurately represent the fudinge of possible outcomes.

As one can see fromithexample, where the goal is to measure risk at a 99% level forgeanéime horizon

and where the data are noti.i.d., milsoofi har d 0 dat a p oi n-year pariadhaypovidededs 0 v ¢
relevant informatiorthanfive orteni s o f t 0 o0 b s e r vyaar perod. 3is sompleekample illuddrdtes

the dangers of ignoring the i.iidsuein all areas of risk modeling

?* Flaws in market and credit risk models represent operational risk.
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Exhibit 8.571 A Graphical lllustration of Model Risk (Underestimating the Tail)
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8.7 Combining Internal and External Loss Data

While internal datamay be the most relevant data for modeling operational risk, it is insufficient for modeling
heavy tailed data sets such casg internal datas insuffidentto estimate evethe expectedoss.

Various methods have been developed, each based on its own set of assumptions, to model operational risk by
combining internal loss data, external loss data (data other institutions) and expert opinion. Somehuds

are based on scientific principles and are feasible and practical to imglema@gtothers are easy to implement

but havequestionablé¢heoretical validity. In addition, many approaches reveal a fundamental misunderstanding
of the basic business frlem. Because many organizations view operational risk modeling as a compliance
exercise, and because the barrently established for achieving regulatory compliaasery low, virtually any
method of combining internal and external data tends todeptad in practice.

8.7.1 Frequency

There areanumber of common methods of using external data for frequency, including using the data directly
andusing the data after scaling for size through a normalization algorithm or through proportionality.
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Usingexternal data directly, for example by using the external Poisson mean, can be problematic. This is becau
the average external firm may be larger or smaller than the institution being modeledhb&salgta directly
would be the equivalent of modelitige industry average institution.

Using scaled data may sound appealing, but derigihgstscaling algorithmgan bea very challenging task, and
there isoftenvery little empirical data to support such analysis.

A straightforward and objectivmethodof scaling external data is through proportionality. In this case, the
institution estimates, for a specific business line, the Poisson mean for at least one risk category (provided there
sufficient data to estimate the meandassuminghat the exteal source business lifgsimilar in nature to the
internal business linkeing analyzed This is referred to as an anchor category. Then for categories where the
organization does not have sufficient data, it uses external data to calculate thiethatiBoisson means for the
anchor category and other risk categories. The Poisson means for the other categories can then be calculated
through proportionality, i.e., simple arithmetic shnpleexample is shown below:

Exhibit 8.6 1 Example of Frequency Proportionality

Poisson Mean for:
Execution Errors Business Practices

Internal Data 60 ?

External Data 300 30

Since the ratio of Poisson means between Execution Errors and Business Practices is 300:30 based on externe
data, the institution can estate a 10:1 proportional relationship for loss frequency between these two categories.
This ratio would represent the inherent frequency relationship between Execution Errors and Business Practice:
One can then extrapolate a Poisson mean for Businegk@saxs follows:

60 x 30/300 = 6

Note If the institution had used external data directly, the Poisson mean for Business Practices would be 30,
which is unreasonable because it would not reflect the size of the target instAigmnote that the aplation

of a simple method such as this requires many assumptions. In this example, we are implicitly assuafling that
firms within a peer group have the same relative-cishtrol profiles across all categories.

8.7.2 Severity

There are several methofdé combining loss data for severity. As with frequency one can use the data directly,
after scaling for size usingrabustscaling algorithm or througapplyingproportionality. Again, using external

data directly can be problematic. Scaling for size alag be difficult.Proportionality appears to be the most
objective methodbutseverity is not likely to be scalable using a simple linear scale factor. For severity, a more
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complex method of proportional scaling is necessary. However, deriving sut¢hadoiegy is beyond the scope
of this paper.

Several other methods of combining internal and external data are common in the industry. Many of these
methods are easy to implement, but most lack theoretical validity and offer little, if any, practicaDredugeich
met hod i nvolves selecting firelevanto | osses from
make it reflective of the particular firmbés inter
internal loss datalsa.This methods invalid for the reasons given below

First of all, with respect to loss severity, the purpose of collecting loss data is to determine the loss probability fc
each level of loss. For example, if 50 out @D losses in a particulartdebase are over $100,000, then one can
say, with respect to that particular organization, the probability of any given loss exceeding $100,000 is 5%; anc
if 10 are over $1,000,000 then the probability of exceeding that level is 1%. Consequently, logde®ca

distinct pieces of information: the loss magnitude and its associated probability of occérresaqeeasured by

its proportionate representation in a loss database. Even without modification, once you remove a loss from its
associated data setdtses the corresponding probability information. Thus, it loses all practical value.

Secondly, it is impossible to know how to adjust
one were to asé large insurance compattyadjust tle recent $100 billion+ AIG loss to reflect its own control
environment, the answer would probably be unsatisfying. Finally, the process of subjectively adding data to a
finite data base is theoretically invalid. Suppgsu had a database aP00 data paits, and none of the losses

were over $1,000,00@ndthen you addetenrelevant external losses, all of which were from a database with a
$1,000,000 threshold. Doing so would likely increase probability mass in the tail region by roughly 1%. Suppose
youthen subscribe to another database and choose teramttier data points over the same $1,000,000 level.

This would have a similar effect. As one can see, this process can easily be used to artificially manipulate
probability mass until the model prodsce r esul t s that are in the fiaccept
subtracting data points wuntil the model sqveraladga c e s
Europearbanks use this method for combining internal and external \@état may be even more surprising is
thattheir respectivéank regulatorssome of whom are considered leading regulak@ge approvetheir

modek.

Another popular method used by several major banks is to use internal data for the body and extéondhea

tail. There are several variations of this approach, some of which use MLE and other fitting techniques. A key
assumption in this approach lies in determining where the body (the internal data section) ends and the tail (the
external data secin) beginsln the absence of robust procedures for making this determination, organizations
that use this approach are able to select the threshold in such a manner as to achieve their preferred result.
Applied in this manner, this approaishalmost idetical to the flawed method described above, except that it

of fers the fap whch makesd @ matter of greater contcefggim, several banking regulators
have approved models based on this methodology as well.
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Within the banking indusyr it appears that thecrutiny of models and data in most jurisdictions is shahas

long asa bank is able to demonstrate the actual use of internal and external data in what appears to be a
empiricalmodel, they are likely to have their internal rabdpproved. In many cases, the goal does not seem to
be to try to understand what the data r ev¢haffightdt abo
answer. This may to a large extent be a function of target capital range foramdnask, which bank regulators
specifiedas12%. Given the fact thairtually all of the largesbanklosses have been driven by catastrophic
operational failure, it is not clear hame could use actual loss data arttieoretically valid actuarial metand

still produce operational risk capital figures in th&4dl® 15% range.

8.8 Risk Assessment, Scenario Analysis and Stress Testing

As previously mentioned, under Modern ORM, the primary difference between risk measurement and risk
assessment has to @ith the types of data used and Wy parameters are derived. Where sufficient hard data

are available, risk measurement is more reliable than risk assessment. However, when hard data are not availa
soft data and theoretically valid risk assessmegthods may produce more reliable results.

Historicaldata aregenerally very usefulut in certain circumstanceserreliance on historical data can change
behavior and bring about the very circumstancesctage the data to become irreleviiatr example,suppose
person who has never hatlautomobile accident believes in the infallibility of historical ddtais person will
naturally believe thate/'shecannot have an accidemthich couldchangehis/herbehavior such thdte/shemay
start driving at 200 miles per hour.

One of the most important lessons of the-ptilne credit crisis is that historicdata arenly valid whernthey are
representative of the current riskintrol environmentMost real estate pricing models, which used histodeds,
calculated that a simultaneous housing price decline acrddsSaieographies was a zero probability evaihis

was based on loss experience going back 72 yRacsll that lax lending standards coupled with excess liquidity
created the housirtgubble In this risk/control environment thestorical datawhichwerecollected at a time

when credit standards were much higher and there were no additional factors contributing to a major housing
bubble,werelargely irrelevantThis topic is exploredurther in Appendix A

Risk assessment methods are best applied when the goal is to determine risk at a 99+% |lenelyéardime
horizon, and where hard data are not availaild,the hard data are not likely to be identically distributed. As
we observed from the waves example in Section 8.6.5, millions of hard data points collectetivevgear

period are much less useful than a few soft observations d@k@ear period. However, the critical question is
how can one use just a few datants toestimate thé&xpected Loss and Unexpected Loss levels? After all,
fitting a severity distributioms supposed ttake many data points- even when the data are i.i.d.

8.8.1 Risk Assessment Using Annualized Loss Exceedence

An innovativemethodfor modeling risk with soft datavolves fitting severity data not to the PDF, CDF or LEC,
but to the annualized LEC. By fittirgjther hard osoft data directly to the tail portion of the annualized LEC
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one can mathematically derive the underlying seveigtribution. Thisprocesgequires expressing the loss data
in the form of 1 in N year exceedesg¢eo r i r e t uSince thpsenvalvesittirsg @gints to a curve, not a
histogram of data ta density functionmuch lesglata argequiredd only onedata point for each degree of
freedom.This isahuge advantage when modeling the tail, because there are typicalfgwenyservationsn

this region. Furthermore, because one is fitting the tail directly, the resulting carvesually provida goa
representation of the taiThisis important becauséor heavy tailed data setke body and tail cannotdinarily

be described using a simpilgo-parameteseverity distributionAn illustrative examplef this method of

severity fittingis shown inExhibit 8.7 below.
Exhibit 8.7 1 Risk Assessment Under Modern ORM
Suppose one had observed the following 315 hard or soft data points collected over 300 Company Years (60 firms over 5

years), as shown below. One could then count the number of observations at each loss threshold (the two leftmost columns)
and fit the data to an annualized LEC. The input and fitted output results are shown below (two rightmost columns):

Loss Threshold Number of 1in N years Input 1in N years Output
Observations

$1,000,000 0.9524 0.9524
$5,000,000 96 3.1250 3.0272
$25,000,000 19 15.7895 15.7895
$50,000,000 8 37.5000 37.7968
$100,000,000 3 100.0000 100.0000

Where the resulting fitted severity distribution is the following:

Severity: Lognormal: M: 12.6026 ; SD: 2.0888
Patent Pending (Stamford Risk Analytics)

8.8.2 Scenario Analysis and Stress Testing

The above mentioned method of estimating frequency and severity parameters by fitting soft data to an annuali
LEC can also be used to support scenario anaysistress testing. For examplea fusiness line manager

wants to enter a new business for which there is no loss data, he or she could use educated guesses about pot
litigation threats, acts of naturer, supply chain failures to estimate thedewof risk and conduct riskased cost

benefit analysis (as described in Secfipn

This method couldlsobe used for stress testing operational risk as well as market risk, credit risk,
business/strategic risk, insurance risk, etc. In particular, aochdike this could be used to supplement hard data
by adding soft data in the tail of the distribution, where informatiepasse ononexistent. Recall that one of the
factorsunderlyingthe 2008 financial crisis was thanycredit modelsassumed thprobability ofa housing

Towers Perrin & OpRisk Advisory © 2009 Society of Actuaries, All Rights Reservedd | 61



price decline across dll.S.geographies was 0%. This was supported by 72 years of hard data, during which
period no such decline had taken pladad this hard data been augmented by soft data derived from expert
opinion, studiesf prior financial market bubbles or other credible sources, some portion of the increased risk of
collapse might have been recognized and priced into transadigais, this is not modeling in the traditional
sensethe annualized LEC fitting methodas improvement over most other forms of scenario analysis.

8.9 Calculating Value at Risk

Value at Risk (VaR) is generally described as the
though it is sometimes used to describe the Total Riplo&ire at that level. With the adventhidh-speed
computers, most organizations calculate VaR through Moatk $mulation

In an actuarial framework, Monte Carlo simulation can be used to combine sets of individual frequency and
severity distributios into aggregate loss distributions, as shown in ExBi8ibelow.

Exhibit 8.8 1 Using Monte Carlo Simulation to Estimate the Aggregate Distribution

Individual Risk Matrix Loss VaR Total Loss
Loss Events for Loss Data Distributions Calculation Distribution

Frequency of Events

74,712,345 p
74,603,709
74,457,745 —
74,345,957
74,344,576 VaR
A 0 1 2 3 4 Calculator i
e.gd.,
A MontegCarIo T :
Severity of Loss Simulation i
167,245 = S E 2 2 op Engine :
142,456 Mean 99th Percentil
123,345 — Annual Aggregate Loss ($,
113,342
94,458

07110 10720 20i 30 30i 40 40i 50

This is accomplished through a series of steps that are meant to simulate reality. Using the fresjrieotp

the simulation engine randomly selects a value (N) that represents the number of losses the institution experien
in a given sample year. The simulation engine then randomly draws N losses from the severity distribution to
determine the indgidual loss amount associated with each of the N events. The model then sums all the individu
losses to calculate the cumulative or aggregate loss for that hypothetic8lyy#arating this proceghousands

or millions oftimes the simulation enginean create a hypothetical aggregate loss distribution that represents the
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entityds theoretical |l oss exposure. The |l oss valu
for that institution. Many simulation engines are able to incafeansurance information and correlations

(among business lines and risk categories) and can be designed to produce results with diversified and
undiversified totals.

While correlation is a significant issue in market and creditmielleling it does noappear to be a significant

factor in operational risknodeling This is because most dependencies manifest themselves in terms of frequency
not severity. However, it has been demonstrated that when modeling with heavy tailed distributions (as are
commonin operational risk managemerftequency correlations have little impact on the restiltis is

becausén operational riskmodelingVaR results are driven not isequency & large number admall lossedn

different risk categorigsbut instead bgeverity (asingle large catastrophic Igssuch aghe $100 billion AIG

CDS loss (which was one event) or the $7 bilBotiété Généraldnauthorized Trading loss, both of which took
place in 2008.

8.9.1 Issues with Value at Risk

In the wake of th@008financial crisis VaR has ben blamed for failing to accurately represent risk to investors,
but much of the criticism directed at VaR may be unfounded or at least misgPaaedo the crisis, the public,
regulators and even institutional investererereassured bgtatements from major holders of collateralized
mortgaged debt instruments that the risk of default was remote arkdind¢vel of risk as measured by their
VaR models wasvell within institutionalrisk tolerances. Following the crisisietwarnings of longime VaR

critics, such as Nassim Taleb, authoFobledby RandomnesandThe Black Swarreverberated across the
industry, and VaR became a convenient scapegoat

So, what exactly is the problem with VaRi?st of all VaR is a thresHd measureThat is to say, VaR represents

the single value exceeded by a [typically very small] specified percentage of modeled outcoroeisies no

insight concerning the severity of outcomes beyond that poijist the likelihood of an outcome exating that

point. Since VaR is rarely calculated for probability levels below 95% (and frequently calculated at much higher
confidence levels like 99.5% or even 99.9%), the practical effect is to minimize concern regarding a loss of that
magnitude occurrig, let alone anything worse taking platfea person is only told they can be 95% confident a
given investment will not lose money (i.85% VaR is a loss of $0), they tend not to concern themselves with
what happens the other 5% of the titigon theother hand, they are told that 95% of the time an investment will
not lose moneybut in the other 5% of cases they can expect to lose everything, this starts to sound more like
gambling than investing, and they want to know more about the other 5%.

A more appealing, though still imperfect, measure of risk would be Tail Value at Risk, or TVaR. The difference
between VaR and TVaR is that VaR provides the value beyond which apemtahtage of outcomes lie,

?® Frachot, Antoine, Thialy Roncalli and Eric SalomofiThe Correlation Problem in Operational Ris&/orking
Paper (January 2004).
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whereas TVaR provides the expected (or averagiepme beyond that point. In essence, TVaR is the average of
all outcomes beyond the VaR measuarethe conditional mean at the VaR% leveinder ordinary conditions,
TVaR satisfies the requirements of a coherent risk measure, whereas VaR ddes not.

Even TVaR is subject to certain shortcomings, howe®ensider the question of correlation, or dependeihcy.
generally acceptable to assume independence for m
operating ranges of investment markets eradroeconomic conditions, and where independence is not
appropriate in these circumstances it is usually possible to measure or estimate dependencidselyetween
variables. For example, the probability of default for two randomly selected borrowersridifigrent states

and working in different industries, but with the same average credit rating and loan characteristics, could
normally be reasonably assumed to be independent and identically distributed.

Even with a large pool of i.i.disks such as/e describe above, a problem arises when economic conditions
worsen on a global basis. The debt rating of each pool of risks, which is a proxy for the perceived likelihood of
default, will change in response to actual default experience for that podl as We experience of othsuch
pools, particularly if the default experience is worse than initially expeatpdrceived trend in downgraded
credit ratings can reasonably be expected to result in tighter lending standards and increased intknesevates
borrowers, and possibly increased interest rates for existing borr@essightening of credit slowsxisting

home sales, new home construction and related purclaaskslitimately consumer spendjmghich adversely
impacts economic indicatorand leads to further credit tightenisyiddenly, all these i.i.d. risk pools are
perceived as suffering from the same inherent problems and ultimately perception becomed/resliye have
just described is an example of conditional tail dependéndy.d. risks and risk classes behave independently
up to a point, beyond which the degree of apparent dependency incRiskasodels that assume independence,
or some measurable but constant degree of dependence across all possible economid gfatesallyil

under est i mat eAswe ke sden imthetmorggage eisid, there is a much higher degree of
dependence in extreme economic conditions than most of the prevailing VaR (or TVaR) models assumed.

To a large extent the issue surroutgdvVaR may have more to do with the assumptions underlying VaR models
asapplied in market and credit risk management. Specifically, in market risk management VaR is calculated
based on daily price volatility and is then transformed into an annual Vajgusinn or mal ¢ st at i st
Thus, annualized VaR represents a 1% probability of exceedence based on normal economic conditions, not th
level of loss equivalent to a one in a hundred year event. If a 99% level VaR were actually meant to represent t
latter, then it would be necessary to factor in the frequency of economic shocks every hundred years and their
corresponding severity. In other wordsarket and credit risk would be modeled using an actuarial framework.

VaR or TVaR, as they are curtBnapplied in market and credit risk, can be useful metrics for measuring short
term (daily/weekly) portfolio risk when one appreciates the limitations described above, but theyestly

%% Artzner, Philippeeal. fiCoherent Multiperiod Risk Measuremen
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inadequate for measuritgng-term volatility. This is becausene cannot extrapolateng-term risk measuee

from shortterm risk measurassing the methods in place today. Global economic and other macro forces do not
fully manifest themselves in daily mar keketindwase me n
For example, Enron, WorldCom, General Motors and Lehman Brothers are not reflected in current market retur
indices. The indices themselves are moving targets at times.

Under an actuarial framework, as shown in the tsunami example from S&étbneach economic environment
would represent a different ndmomogenous distributigand the 99% level event across all economic cycles

may be several times higherthahe 99 % | ev el event in a Anormal 0 ec
level ocean wave is a moderately large tsuntmaiis many times larger than the 99% lewahd-driven wave.

A related issue with many risk measucesicerns additivity. This refers to the inability to simply add results
together for classes or sglasses ofisks to determine the aggregate level of risk for an institution, or an
economy for that mattefhe only time it is possible to add measures of volatility is when the individual risks
within the underlying classes are 100% perfectly correlated witlaoogher. What tends to happen in practice is
that companies either assume independence between risk classes (which tends to undersgditsceskarios

or assume some constant level of dependency that is intuitively appealing and easy {avhiduehay overstate
risk under normal conditions and understate risk under stress scemdeitd®}r approach is corree@ndboth can
prove disastrous.

While VaR and TVaR are imperfect measueexl misapplication of these metrics can provide a false sénse o
security, a more appropriate target of criticism might beaisamptions underlying tmissk models from which

these metrics are derivéd specifically the lack of attention to conditional tail dependency between individual
risks and between key econamwiariablesThe solution to conditional tail dependency lies in the use of statistical
modeling techniques utilizing copulas, which are basically functions that define dependency structures that vary
by percentile of the underlying distributioritsis possible to define copulas that increase levels of dependency
betweenvariabee n bot h Atail so of the distribution, or pe
copulas is beyond the scope of this paper, but the concept is critical to apprecia

8.10 Modeling the Operational Risk Component of Other Risks

In the past operational risk has been defined to be a unique and distinct risk. However, as explained & Section
operational failures can manifest themselves in market, credit, busindssaaace losses. It is important to
recognize that a distribution of ordinary market and credit losses is very different from a distribution dhkisses
includes losses driven by operational failure. Treating such losses as ordinary market alussesdibscures

the underlying causes of the largest losses and leads to a misprioritization of risk management resources.

Because operational risk is embedded in the other risks, it is importaalat® and quantifthe operational risk
component of ther risk, in order to focus attention on the underlying causes of the major logbesshort term
this could be accomplished by using methods described in Section 8.9.1, where hard data from the other risk ar
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and soft operational loss dateeusedin conjunction with one another. In the long term, a more effective method
would be to specify data requirements such that all major losses (in excess of $1,000,000) were disaggregated
type of risk, based on contribution to total loss. To ascertaiogbmational risk component, the underlying

guestion may be: What would have been the magnitude of this loss if no operational failure had been present?
remaining amount would be deemed to be the operational loss component.

Exhibit 89 illustrates coneptually the way one could measure the contribution of operational risk to other types
of risk. This method does not require one to oversimplify the data and modeling issues. It is likely that a
reasonable result could be obtained by modeling only thasgswhere the loss value exceeds $1,000,000.

Exhibit 8.9 8 Measuring Incremental Operational Risk
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9. The Business Case for Modern ORM
9.1 The Current State of ORM

In most @ganizationghe role of the ORM department is not well definedthe absene oftangible business
objectives, common practices in QRrepresent a mix ailo-based tasks designed to comply with regulatory,
rating ag@ncy and/or audit requirementhese tasks generally include using Traditional ORM methods, such as
RCSA, the tracing of open audit issues, process mapping,Feilowing the introduction of the Basel Il banking
regulations, these tasks have come to include collecting and analyzing internal and externaldosgidata y 0
risk indicators and calculating/allocatingeyational risk capital.

However, manyenior executives believe that a large nunaféhe tasks performed by ORM falhturally

within the ambit of audit and compliandéhey do not see/hat additional value is created by introducing another
control fundion thatperformsactivitiesthat appeato them to bevery similar to those normally performed by two
other similar functionsConsequently, the ORM function constantly has to justify its existence

In addition, many organizations have not been ing@@svith the results produced by ORM to datea large

extent this is because many of the processes and procedures that reside under the banner of ORM are very sin
to those performed by audit and compliarnideese activities are hugely resouigtersive, place an excessive
burden on the business lines and do not appear to produce much in the way of tangible Buenefisome

extent this also has to do with the fact that justifying the value of ORNC&ch 22 situationAn effective ORM
programwill generally bring about a reduction in losses, but when no major losses are taking place there is less
appreciation for ORMSHill, there is a legitimate case to be made that common practices in ORM are not best
practices|In fact, if the true goal 0DRM is to more effectively manage the key operational risks, there is much
room for improvement in ORMI'here may actually be a need for a complete paradigm shift in ORM practices
According to an October 2009 Towers Perrin survey of senior financialteses;wonly 15% of respondents
indicated they were |l ess concerned regarding the
they were at the height of the financi al crisis,
needed no improvement.
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9.2 Key Differences between Traditional and Modern ORM
The key differencebetween Traditional and Modern ORM are summarized in Exhibit 9.1 below

Exhibit 9.1 8 Summary of Differences between Traditional and Modern ORM

Traditional ORM Modern ORM

A Definition: Risk is defined primarily as a kind of undesirable A Definition: Risk is defined primarily as a measure of
incident/event, such as a fraud or a system failure (Operative exposure to loss from undesirable incidents/events
guestion: What/where are your risks?) (Operative question: How much risk do you have?)

A Risk Identification Process: Ask managers to identify their A Risk Identification Process: First define the friskouniverse,
major risks. (Risks include risk factors, controllable factors, consisting of a finite (comprehensive) set of mutually
events and effects; no restriction on overlaps; generally no exclusive (non-overlapping) friskoclasses. Use hard or soft
differentiation made between risks and controls.) Leads to the data to reveal where the large losses are taking place (where
creation of a huge and unmanageable set of risks the largest risks actually exist)

A Risk Assessment/Measurement Method: Calculate risk by A Risk Assessment/Measurement Method: Use Monte Carlo
multiplying likelihood and impact for each risk type simulation and frequency and severity distributions to
(conditional on one event), one friskoat a time calculate the cumulative loss potential from multiple events,

across all risk classes simultaneously

A Aggregation: Likelihood cannot be aggregated, so results A Aggregation: Frequency can be aggregated, so results can
cannot be aggregated be aggregated

A What is measured: Probability weighted loss from one specific A What is measured: Cumulative loss for one or more risk
incident (the routine loss) classes; both the expected loss and unexpected loss, which
are comparable to the average and fiworst caseo

A Goal: Day-to-day management of current threats arising from A Goal: Management of key risks, specifically the optimization
imminent operational failures: loss prevention through tactical of risk-reward, risk-control and risk-transfer in the context of
intervention cost-benefit analysis

A Cost: Generally very resource intensive A Cost: Relatively much less resource intensive

Traditional ORM was developed to prevent and avoid the normal I8ssleese stemming from routine process
failures and arising out of basic control weakneddgeslern ORM also focus®n losses, but Modern ORM
gives much more weight to the typeseoknts that cause the large losdespecifically the drivers of tail events
that contribute to the expected loss and unexpectedilodsherefore have the most significant impact on
financial performance and even threaten the survival of the firm.

Traditional ORM uses lineaguditbased techniques to prevent losses generally resulting from routine. events
Modern ORM tries to address the more esoteric problems through the use of sophisticated classification metho
advanced control assessment proceaadsnathematical models that improve the effectiveness ebaiséd

decision makingunder Modern ORM the goal is not just to avoid losgas to facilitate the optimization of
risk-reward, riskcontrol and riskransfer decisions

Under Modern ORM e goalis not just to serve the needs of business line mangers and senior offiters
important part of ORM is to mitigaggrincipatagentandbusiness practicesk byincreasingransparency in the
businesslecisionmaking process and eliminating infioation asymmetries.
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Both Traditional ORM and Modern ORM can add value, though as explained in this report, there is much room
for improvement in Traditional ORM practicé®oth Traditional ORM and Modern ORM are necessary, but

neither is sufficienon itsown. An effective ORM program should combine elements of the Traditional and
Modern approaches in a manner scaled to their respective potential loss exposure for the organization in questsi
Therefore, many of the activities associated with Traditiof/@nay need to be scaled back, with additional
resources focused on Modern ORM as described above.

9.3 The ORM Evolutionary Path

The evolutionary path from Traditional to Modern ORM is summarized in Exhibibelow As shown in this
figure, the set ofasks performed under Traditional ORM are best characterized as the earlyestkgasthe
ORM evolutionary proces3 hetasks are designed to avoid and prevent logsss prevention and loss
avoidance are part of the overall risk management proagsthiey represeriasicforms of risk management
Because these activities do not actually involve risk measurement, concepts such as risk tolereswardisk
risk-control and riskransfer optimization do not really exist

Modern ORM represents thagxt step irthe evolution of ORM When firms evolve to the Modern ORM stage,
they are able to engage in the higher vadding activitiesAt that point they can legitimately claim to be able to
make tactical andtrategic riskbased decisions, in themtext of cosbenefit analysis, and in conformity with the
risk tolerance standards of the stakeholders.

Organizations that measure/model operational risk only for purposes of calculating risk capitambracthe
conceptof Modern ORM.In addition modeling operational risk only fahe purposes dfatisfyingregulatoryor
otherrequirementsepresents perfunctory compliance. Proving that the results are used in decision analysis is

necessary to meet the requirement ofS3bk/ency Il and the Baseél | i uds\Vehere reslsinformation is not
used in riskbased decision analysthe modeling processdds little value

*’ Some practitioners have tried to apply these concepts tatibrediORM However, theséermsbear very little
resemblance to the terrasedin Modern ORM.
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Exhibit 9.2 d The Evolutionary Path from Traditional to Modern ORM

Evolution of ORM l

Risk Based Strategic
Decision Making

Modern ORM o

A
Risk-Reward,
Risk-Control
Optimization
e . =
conomic . Regulatory/Other
Value Risk Measurement <= Compliance
A )
Risk Assessment*
A
Loss Avoidance €= Traditional ORM

A

Loss Awareness

|-

* Traditional ORM practitioners believe they are conducting frisk assessment,0while they are actually performing fexpected loss assessment.0

v

Level of Sophistication/Maturity

Source: Adapted from SunLife Financial 2007.

9.4 The ORM Roadmap

As explained abovehegoal of ORM is to manage operational risk inedue-adding rathethan just a

compliance context. Thiavolves establishing a process to transform raw operational risk data into risk
informationthatsupports educated risk management decisiaking aswell ascreaing greater transparency in

the decisionmaking processThis must be accomplished through an integrated framework, based on a consistent
definition of risk and a common set of objectives.

As shown in ExhibiB.3 implementing a Modern ORMdmework requires a sound infrastructdrkis involves

a multistep sequentiaprocess, where each task builds on a set of previous Fskaxample, in order to
conductstrategic riskbased decisioanalysis one must first develop a comprehensiveyatiytexclusive risk
taxonomy (Step 1), gather relevant internal and external loss data (Step 2), transform this data into expected lo:
and unexpected loss estimates (Step 3) and then optimize thewiskd, riskcontrol or risktransfer in the

contextof costbenefit analysis in conformity with the risk tolerance standards of the stakeholders (Step 4).
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Exhibit 9.3 describes the roadmap from foundational activities to educated decision making.

Exhibit 9.3 0 The ORM Roadmap

A
A Calculate risk
adjusted returns for
A Expected Loss 8 A Align actual risk
how much do | lose level with risk
on average? tolerance
A Unexpected Loss 8 Optimize the risk-
A Loss data how much could | reward re_Iatlonshlp
. A Indicator dat reasonably expect to by consciously
Economic ndicator data lose in a bad year? taking more/less risk
—— assessment data how good are the control relationship
A Risk strategy, A Risk assessment camils [ e i by changing the
appetite and and analysis data place? control structure
tolerance A L
. o A lIssue log data Optimize risk
A RIS A Follow-up action T 2
procedures
o i reports data
A Risk architecture A Other data
and taxonomy
A Roles and
responsibilities
Management and Control Quality
9.5 The Economics of Modern ORM

During the past few yearsajor North American corporations hagridginglyspent billions of dollars
complying with a plethora of requirements brought on by Sarb@rks, COSO ERM, the SEC, the rating
agencies as well as specific industry regulatibhmglerstandably, ost companies have had their fill of risk
management and complian@ad in the current economic environment there is virtuallgpoetite for

investment iranynew risk managemeinitiatives Nevertheless, investing in Modern OR¥nbe a beneficial
course of action.

The case for Modern ORI based orhe following points:

1. Transitioning from Traditional to Modern ORBhouldnot result in an increase in resourd@site to the
contrary, adopting Modern ORKanallow organizations to ste back many highlyesourcantensive
Traditiond ORM initiatives, such as RCSA

2. Some large organizations have estimated that implementing a robusti@pamrequires £200-person
effort annually The Modern ORM equivalent, Risk Assessment and CbAggessmentan be very
effectively implemented &t significantly reducedost
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3. If implemented correctly, adopting a Modern ORM appraaithcreate value, because Modern ORM is
focused on identifying, understanding and mitigagrposure tahe largst risksd those riskshathave the
greatest propensity to impédatancial performance and solvency

One reason that itas traditionally been ddifficult to assess the value of any investment in risk management is
thatthis value igypically realizedonly by not investingand then only in retrospect when an event occurs that
might have been prevented had the investment been @iaplgose t wer e possi ble to pr
and replaythe latter half of this decadl the majorcompanies hdinvestedhe necessamesources in Modern

ORM and avoidedbsingtrillions of dollars, tongues would doubtless be clucking at the wastm®fand money
invested in fiunnecessaryo risk mitigati oofriskkaBf ort s
outlined herein that a value can be placed on risk management investments.

The key question to ask is how much would U.S. companies (and taxpayers) have had to spend on ORM for it 1
to make economic serg€he return on investment from penting or containing the global economic meltdown

is incalculable. Nonethelessyen todaybusinesses continue to spend billions of dollars complying with
regulations and reporting requiremetitat often fail to address the most serious risks

If the gaal of ORM is to reduce the level of risk, then one can argue that Traditional ORM apprdaches
including COSO, Basel IDRM and otlers (as currently implementelave failed By following a Traditional
approach we cont i ntyafithélgast significantiskskthat ptoduee the commanly dbserved
events Unfortunately, nothing is done to address the truly critical risks.

One could equate the continual evolution of likelihood x impact analysis to the proverbial myopic sBhdion:
on rearanging the deck chairs on the Titanic so that passengers are less likelyTiogpimg over deck chairs is
a problem, but certainly not the most critical risk passenger Yatethere arenore deck chairs than icebergs
And the deck chairs threat more obviousthis isregarded aaddressing aorefi p r a cnbattec a | 0
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10. Conclusions and Recommendations

Historically, ORM has taken a back seat to the management of thero#jerrisks, which are often defined as
market, credit, insurance astfategic risk and sometime ncl ude Al i qui di ty, O0.THisl e g a
is largelybecause operational risk is often confused with operationsThék has not only caused operational risk

to be underestimatetut has also obscured the w@nlying causes of many of the most significant financial losses.

Financial firms have spent millions of dollase ORM butwith limited success, since they have geneitakgn

a traditional audibased approadffraditional ORM) In the United States, ¢hbroad principles underlying this
general approach have been incorporated into a setefprise risk managemestandardshatare referred to as
COSOERM. Mostmajor accounting firmand rumerous consulting firms, rating agencies, industry bodies and
independent experts advocate using this approach or a customized trersof A majority of national and
international bank regulators have also at least tacitly endorsed this appiioatiir, a large number aorporate
CFOs believe that Tradition@RM represents the standard for best practiCessequently, virtually every
organizatiorthat has implemented an ORM program has based the underlying framework on the principles of
Traditional ORM

Traditional ORM provides structure, governance statgland an intuitive approach to risk identification and
assessment, but mathematically equates risk with the average, or expectaddadity, however, risk is more
appropriately represented by t he unoyhapleugetinglitationsr e
Specifically, Traditional ORM relies greatly othe RCSAprocesswhich fails toreveal the real risknd focuses
insteadbn common threats and control weaknesses associated with routinedosséspendent of risk

Therefore, tk largest risks go unrecognizadd irstitutions thafollow this approach remain blissfully unaware

of their most significant risksn fact, organizations following this approach oftescome ovecontrolled in the

areas where they have the least agntt remain significantlyundercontrolled in the areas where they have the

most risk

Traditional ORM isalsodesigned to be implemented at a granular/process leigh makes it a hugely
resourceintensive proces#\nd, because the assessment metrichaoet additive, the resu
cannot be aggregate@or all these reasonmostmanagerdind it very difficult to use Traditional ORM

information in a systematic way

In contrastModern ORM is a tojglown approach, which foses first ontie major risk® within a
comprehensive and mutually exclusive risk architeadurand whichdrills down only in those risk areas where
moregranularityis required This allows practitioners to triage the risk management prottasssignificantly
lessresourceintensiveandavoids focusing management attention and resources on immaterid\iislesn
ORM can be implemented for tactical and strategic decision analysis.
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The Solvency Il regulations, which are scheduled to become effective in Europ@jmug6language that is
consistent wittModern ORM These regulations describe risk as a measure of uncelfspetyifiedat a 99.5%
confidence level for aneyear time horizop In addition,h e Sol vency |1 HAuse ta&sto
mustplay an integral roleianyor gani zati onds system of governance
economic and solvency assessment/capital alloc&aaency Il will directly impact North American companies
with international operations and will eveally translaténto a corresponding set bf.S.and Canadian
regulations The rating agencies are also likely to evaluate insurance companies based on these or similar
standards; some have already expressed an intention to do so.

Adopting a ModermApproachwill also allow companies to focus on the most important business problem:
mitigating exposure to the large eveatshe events that have the greatest impact on financial performance and
solvency Modern ORMaims to

A Facilitate the holistic managementadf operational risks, based on a consistent definition of risk and a
comprehensive risk architecture/taxonomy.

A Create a structured and transparent process for factoring risk into the business-tdetigigrprocess at
both a tactical and strategic &vSpecifically, provide managers, senior managers and C level executives the
tools and informatiomhey needo optimize riskreward, riskcontrol and riskransfer in the context of cest
benefit analysis.

A Embed a risk culture that reflects and harmasibe goals of key decision makers and external stakeholders

A Reduce information asymmetries between managers and stakeholders to help confirm that managers are
pursuing strategies that conform with the risk tolerance standards of the stakehoidesther words,
mitigate principalagent risk.

For the reasons given above, thehorssecommend that North Americansurance&ompanies consider
developing formal ORM program$hese programeould benefit fronthe principles of Modern ORM
Traditional ORMhas many useful aspec¢tsome of these program features shouldeb&inedas well However,
companies that have already developed ORM prograaysfind it beneficial to considacalng back several of
the highly resourcintensive aspects of Traditional ®Rand replaing them with their Modern ORM
equivalent® which will significantly reduce costransitioning from Traditional to Modern ORM, if
implemented effectivelynaynot only improve risk management practibesmayallow organizations to do so
with less expense.

In orderto move beyond Traditional OR® alongthe path towards Modern OR® companies will neetb:

A Reorient their conceptualization of risk from a qualitative notion of unpleasant outcomes to a quantitative
representatioof uncertainty;
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b3

Replace likelihood impact analysisvith frequency and severignalysis

>

Adopt a more robust risk architecture/taxonomy;

A Recognize thabw-frequencyhigh-severity events actually pose the greatest &sk;

b3

Continue to deploy Traditional methods whthrey are effective, but recognitteatthese approaches are
inadequate when dealing with the most significasks.

Regulatorswill find it beneficial toencouragecompaniego evolve from Traditional ORM to Modern ORM
Operational risk is a key risk, bucofmmonpractice® ORM represent a series of disparaitg-based
complianceasks that have no realisines®bjectiveand produce little if any valué& move to Modern ORM
would transform ORMnNto a purposefuéxercisehatlegitimately adds value.

At present, many extreme losses assigned to credit, market and liquidity risk are too readily classified as outlier
because of their unique nature, whereas the operational risk components of these events are very. instructive
Much better information came gleaned from evaluating the incremental impact of operational risk on these other
risk categoriesTherefore, insteadf tossing out thesessedfromt he experi ence base, tl
should be recognized with the appropriate risk classificati@ the incremental impact should be recognized as
operational riskObjective methods have been developed to address this problem (see Section 8.10.)

In the wake of the recent financial cridise general publibas arincreased awareness of the coexjtly of the
global financialkenvironmentThere is now a greater perceivegked for a regulatory regime that focuses on the
risks that matterather than theninutiae that consume so much collective energy and resa@\hile some are
pointing to the neetbr additional regulation, most are calling out for more sensiblepasled regulatiarFrom
the vantage point of investors and the general putdimpliance with inadequate or ineffective regulation can
potentially be more harmful than naompliancewith effective regulation.

Regulators and other key stakeholdexg.(rating agencies) need to take an active rokalling for improved

ORM practicesORM should be viewewvithin the broadeERM context Beyond the practical and definitional
differenes between Traditi@and Modern ORM outlined herein, taathorsbelieve one of the more important
aspects of effective ORM relates to the concept of the payoff matrix, and in particular the probdieei ek
agentrisk. This particular aspect @perationalrisk is extremely important to understand, because the reality of
todayobés gl obal economy is that virtually every bu
and where direct daip-day control over agents is not possible orifdaseffective risk management protocols
andprocesses including legitimate, transparent metnigst be put in place

As previously mentioned edeloping a set of best practices for implementing OfRdnot part of he scope of
this project. However, lvause of the critical importance of operational risk the authors strongly recommend that
this becomehe focus of a future research initiative.
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The continued focus on market, credit, liquidity and legaldisk the face of increasingly complex corporate
operating models and global economic interdependedciesmminds one of the old joke about the man who was
searching the ground meticulously near a street lamp one Aighsserby asked what he was looking for and the
man said that he had dropped hislksys, so the passerby also began searchAitgy several minutes it became

clear the keys were nowhere to be seen and the passerby asked the man if he remembered where he last had
keys in his possessiofihe man pointed down the darkened streetsaii that he was pretty sure he had dropped
his keys near his car, which was parked about a block.&®uayled and a little frustrated, the passerby asked the
man why he was searching in this particular spot, if he thought he had dropped his keysotfaere. The

man | ooked up, point 6Bdcauddolwerr ¢ hies sho elet glandowvai dt h
research effort provides some light so the search can be moved to more productive areas.
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12. Appendix Ad Principal-Agent Risk and the 2008 Global
Financial Crisis

The 2008 global financial crisis wiped out countless billions of dollars of wealth and brought the global financial
system precariously close to a tataltdown. ltalsc eveal ed t hat a maj or corpor
may beprincipalagent risk Principatagentrisk refers to the risk that, in circumstances where there is separation
of ownership and control, an agent (who controls or actebalbof an organization) may pursue actions that are
in his/her own interest, but are not necessarily in the best interest of the principals/stakeholders (the stockholde
bondhol ders, etc.). Where t,dheth eaestdkaholderd doerhe taxpayerse e m

Principatagent risk was thenderlying cause of two of the most widely recognized drivers of the recentifihanc
collapsethesec al | e-Br i MebCredit Crisiso and Al Gé6s credit

Ordinarily, lawsand regulations monitored through legitimate, transparent metrics prevent agents from exploiting
principals However, wherénformation asymmetries and flawed performance metrics, éiistmay not hold

true. Where it is difficult to differentiate betwe&egitimate profits and phantom profits, thgsmerating huge
spuriousprofits will be generously rewarded, while those producing legitirbatenoderate returnaill be

criticized, perhaps even penalized. In such situations, agents may engage inshasindgesthatcreate the
appearance of profitability when they a@uallydestroying valueUnder these circumstances, even well
intentioned executives, particularlythdsea c e d wi t h ;taa iflh® adesmdomwd nel se | os
structuremay take the path of least resistance and disregard their fiduciary responsibilities.

This raises some very troubling issues. It suggests thateimformation asymmetries andaccurate
performance metrics existresponsible behaviat just one firncanvery quickly replicate itself, eventually
causng an industry trendThus, operational failureanbe a key driver ofsystemicrisk.

The Sub-Prime Credit Crisis

The housing boortook placepartly because in the early 2000s the U.S. experieh=tdically low interest
rates which reduced the overall cost of homeownership. In addition, at the sanibdifegeral government
decidedto broaden the mandate of Fannie Mae and Freddie Mac to encourage home own@sbgub-prime
borrowers As the motgage market expanded to include these somewhat riskier loans, financial markets
respondedby promotingspecialinstrumentslesigned to mitigate idiosyncratisk through diversification.
Among thesénstrumentsveremortgagebacked securitiesyhich weresold to investors in tranchebhe
tranches haslarying degrees of risk based type ofborrower and loan characteristi&ecause the pooling of
large numbers of borrowers generally redutassystemiaisk, many ofthese securities wemgveninvestment-
grade debt rating€Companies invested in these securities and then pedihair investments witleDSsand
other financial guarantees
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Potentialhomeowners anithvestorsook advantage of these loaonspurchase new and etihg homes. This had
thegeneral effect of increasiwusing pricesAs home values increasegtw homebuyers and investors entered
the market, which further increased home prices. The resultingingpgse in home values further convinced
potential new homeowners, existingneowners andhvestors that real estate was@utstandingnvestment

which resulted in a further increase in demand for housing and mortgage products.

Because lenders were able to pass on these mortgage products to inhestorsre able téree up apital

thereby allowinghem to grant additional loanghus, profitability for these institutions became a function of
turnover efficiency. Many lenders were unable to process this large volume ofTbensforeto meet thesurge

in demandlenders diegated a portion of their own underwriting authority to brokersddition,underwriting
requirements in general were looseaetbsghe industry Brokerswere authorized to offdff rdbo c ument at i
(and-dflcauwne nt a twheretlde)oorrbwerdmat need to substantiatés/herincome and other
financialinformation (though thewere chargediominallyhigher rates to cover the added ridldefault).This

naturally led to a declineithe overallcredit quality of the loans

Bubbles take ppe when a condition that i s observed to be
in all circumstances (e.g., real estate prices never decline). This can driveeogommic behavior (an

overwhelming demand for real estadjhen coupled wit irresponsible lending to home buyers (no income
verification loans, no dowpayments), it can have maesconomic implications (prices rise because of a
disequilibrium between supply and demahen this happenghe rapid rise in prices serves to damnfthe

original premise (housing prices only go up) and fuels much more of the same halhenrthese bubbles
eventually become unsustainable they bring about the very circumstances in which the original assumption is n
longer valid (housing prices diine)d rendering the original premise a siglfalidating prophecy

It should have been evident to any objective analyst that the housing bubble was unsusainabéey agent in
this proces® from the loaroriginator, appraiser, rating agency, dansurer, to the trader and CDS provider
had an incentive to ignore thisk. Eventhoughthis business carried excessive yiskcauséndividual agents
assumed no part ttfie riskthey had no incentive to staping what they were doind@he payoff stucture they
facedwasi Heads | wi n, t ai Insuctsacsitnatibndtavgs easy) tieeagehtsn soptinuet®
believethat because te securities were backed fgal estaté® which could never decline in valde there
was nothing to way about.

I n todayds competitive business envBb manefii@entimarkep e r f
this has desirable consequences. However, in this situation it had the opposite effect. Because of the need to
quarterly earningexpectationswhich were benchmarked against industry averages, the aff#&ge financial
institutions wer e A c o npdktheskt sdid exécotivextedmesponsiblpymeducinge g a
their volume of mortgage loarthey wouldprobablyhave been dismissed for performing below. jar justify

this strategy theturnedto their credit risk models. These models were based on historical data which indicated
that housing prices haagwersimultaneoushgeclined across all geographieghe 72yearssincesuch data had
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been collectedConsequently, virtually all models conveniently showeatthe probability of such a default was
zera Therefore, instead of reducing their exposure to the mortgage busiustkendes took refugen these
mocels andcontinued to service #seemingdy insatiable demand.

AlIG and Credit Default Swaps

The AIG Financial Products unit was created in 198@ffered its clientsoc a |l | e ds afhplldiard hedg
instrumentssuch as interest rate swaps. The unitggeréd well For example, itontributed about $737 million
(4.2%)to AIGO s n e tin 1998 Dhénithe spportunity arose for AlG to begin writing credit default swaps
(CDSs). CDSs are products tliagure a bondholder against default by a bond issuetdhange for a premium
payment Selling these instruments to holders of highly rated-bhip company debt proved enormously
profitablebecause of the extremely low default rate of the corporate bonds and mdotgkegd securities AIG

was insuringIn adlition, because these instruments were not classified as insymamtects, AlGFinancial
Productsvas not required to hold any additiomagjulatory capital to protect against the risknablvency. As a

result the AIG Financial Products business whkdo generate abnormally high rates of return on capital.

From 1987 to 2004, the AIG Financial Producta i t contributed mor daxtolparate $5
earningsThe managers and employees of this alsbdid very well the average amal compensation per
person exceatl $1 million from 2001 through 2005.

By aggressively pursuing tle@DSbusiness the AIG Financial Products unit was also able to generate abnormally
high returns on capital, but only by taking risk that was in excesteshce standards of the stakeholders

Sadly, the assumptions underlying their risk models turned out to be too optiAsstie underlying securities

began to experience defayltdG was forced to post collateral, ultimately leading to a liquiditgisrat the

mammoth institution and a bailout by the U.S. government

Had AIG been required teeservecapital to support its credit default swap writings, returns on equity for this
business would have been lower and the-geders within Financial Prodts would have had to pay much

closer attention to the rislewardtradeoff. Alternatively, had the true risk of the AIG credit default swap
portfolio been recogni zhadbeerbasebn mskadpsjeerofisithed-inamgak n s a t
Produds unit would likely have been less aggressive in writing this business

Summary and Conclusions

The principalagent problem has always existed, but it takes extraordinary circumstances for this problem to cau
a financial meltdownThe 2008financial creiswasdevastating because the quitme lendingousinesand the

credit default swapusinessompkmentedeach otheandwere allowed to grow unchecked for yeagen

expandhg across international borders.

So one may naturally asikthe underlyingcause oprincipal-agentrisk is humannatured i.e., people will do
what they need to do to gain/survive, even if this comes at the expense obotihenscan future crises be
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prevente® There has beea great deal afliscussioron this topic Much of he discussion has focused on
compensation and incentivédany have suggested reducing compensation outright or, alternatively, changing
the compensation mix for all executives to include a large portion of deferred stock compemhbkaisaolutionis
infeasibleCur rent |l vy, mo s t senior officers face a Aheads
Introducing deferred stock compensation will not change ieentive structurelt will only change the payoff
structuret 0o fiheads | b Wi wi bi gmat &i 0 T h inexedutsve to leephia35anin| e |
salary but having him give up a $10 mm bonus. This is clearly not enough of a disincentive.

In order to mitigate principea gent ri sk, t he payof fieadd win, taiéstlasedotn mu s t
other words, people who knowilygengage in value destroying activities migse in proportion to the level of
damage they causBpecifically, there must beegativeconsequencaeor persons whinowingly violate their
fiduciary responsibilies

While compensatioand incentives arenportantthey areonly a part of solutionThe more important issue has to
do withthe way risk is measured and manaddte fundamentgbroblem is hatcurrentlymany organizations

use risk nodels thasystematically underestimatige level ofrisk because they fail to accurately incorporate the
impact of therare event¢see section 8.6.5)Vhererisk-adjustedperformancaneasursare based othe results

of flawedmodelsii r iresvird arbitrg e apportunitieswill exist Wheredecisionmakersrecognize these
opportunitiesandwhereinformation asymmetriealsoexist, some will acirresponsiby and take excessive risks
in order to maximize their personal rewar@kis will thencreate its owrset ofdynamic, becausen orderto

keep up with their peers, other firms will follow séit causing arndustrytrend

Preventing a repeat of the 2008 global financial crisis will require a paradigm shift in risk management practices
Risk models can pwide valuable insight into complex problems, but the quality of these models and critical
assumptions need to be validated by objective and independent experts. In particular, these models must be ak
incorporate both empirical data and expert opiioa credible, transparent and theoretically valid manner.
Principatagent risk needs to be explicitly recognized in both the quantification and mitigation of risk, particularly
where the pressure to match peernpaltfioymarand emnea
Boards of directors and senior management must also be held more visibly accountable when they place their «
interests above those of shareholders. In order for any of these changes to work in practice, however, the
understanding of risk and risk management must improve dramaticahjior executives and board members
should have more than a | aypersonbés knowledge of
manage risk has to keep pace with othesiness innovations.
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13. Appendix B d Modeling ORM: Key Concepts

The Poisson Distribution

The Poisson probability distributiaran be mathematically represented byfthiewing function for non
negative integers:

X

&Ie,a1X: 0., Bndi@,0 é
X!

P(X=x]|A) =

wherel is the parameter of the distribution.

An important characteristic of the Poisson distribution is that the sum of two independently distributed Poisson
random variables is still a Poisson random variable with mean teqte sum of the means of the two
component distributions.

Since the mean and variance are equal, the Poisson is commonly used where the mean and variance are expe
to be close. Example: numberwins in a season for a major league baseball .team

The Negative Binomial Distribution
The negative binomial distribution is given by the following probabilities on the set afegative integers:

a (+x)

P(X=x]r, p) =7(p(1-p)x, x=0,1,2,..andr >0, O<p<l
xta (

wher e &)Y and rand p @rthetwo parameters of the distributioBecause it has two degrees of freedom,
the negative binomial distribution is morersatilethan the Poisson distribution.

And the mean and the variance of the distributicegiven by
Mean(X) = r(tp)/p, Variance(X) = r(4p)/p?

Since the variance of the negative binomial always exceeds the mean, this distribution is commonly used to mo
event frequencies subject to a high degree of varialditgmple: he amount of time efsed between
earthquakeriven tsunami#n a specific region of the world.

The Binomial Distribution

The binomial probability distribution is given by the following functfonnonnegativeintegers:

I
P(X=x|p, nNE Lp"(l—p)’”‘, X = 0,nadd0O<px]l é
X (n—x)!
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where n and p are the two parameters of such a distribution.
Using its probability generating function, it is easy to show that for a binomial distrilmitikn
Mean(X) = np, Variance(X) = npth)

It is easy to demonstratieat the binomial variance is always less than the mean. Consequently, the binomial
distribution is generally used to model the frequency of events where there is relativargiighélity. Example:
number of @ he atdndodsesrokadlantet goin.g f r om

Using Modified MLE for Fitting Censored Data

The standard MLHikelihood function is the density function, but where Idaga arecensored the likelihood
function must be modified to describe the conditional likelihdlod likelihood oflossin excess othe reporting
threshold For left truncated dat@ne can achievihis by taking the original density function and dividing it by
the probabilityof lossabove the threshold, as shown below:

P(X,, X, é,106) =

wheredis the parameter vector
thex; refer to the actual empirical data, and
T is the threshold valugbove which thelata arecollected.

Using the method above, one can use modified MLE to fit censored data.

The Functional Form of Relevant Severity Distributions
LognormatGamma:
The PDF of the LNG distribution is:

P06 14 0, 0) = [ 7(yi k)P0 1,0 x Y)dy

wherey(y; ) is the density function for the gamma distribution &6d 1, o ?) is the density
function for the normal distribution with mearand variane c 2

TheCDF of the LNG distribution is:
CDF (t,0)= [ p(xp, . )dx
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